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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hactosiwee Pykoeogcteo copepxumT obuiee onucaHue cpenctea kpuntorpaduyeckoii 3awmuTsl MHopMauuu
Kpuntollpo CSP sepcusi 5.0 KC1 Wcnonnenne 1-Base (MKTAN.00101-01) n pekomengaumm no ucnonssosatuo CK3
B Pa3/inYHbIX aBTOMATM3NPOBAHHLIX CUCTEMAX.

HacToswee Pykosoacteo pononHsier gokymeHT MTHAWM.00101-01 91 01. Kpuntollpo CSP. Pykoeoacteo
agMmuHucTpaTopa bezonacHoctu. Obwas 4vacte npu ucnonssosaHun CK3U Kpuntollpo CSP Bepcus 5.0 KC1
Wcnonnenne 1-Base nog ynpaenenuem onepaumontbix cuctem Windows.

NHcTpykumn agmunncTpaTopa 6e30MmacHOCTM M MOJSIb30BATENSt Pa3/IMHHbIX aBTOMAaTU3MPOBAHHbLIX CUCTEM,
ucnonbsytowmx CK3U Kpuntollpo CSP Bepcumn 5.0 KC1, gomkHbl paspabaTbiBaTbcs C ydeTom TpeboBaHwMii
HACTOSILLEro JOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

1.1 [MporpammHo-annapaTHble cpegbl (PyHKLNOHUPOBAHUA

CK3W Kpuntollpo CSP Bepcun 5.0 KC1 (PKTHAN.00101-01) dbyHKumMoHMpYeT B creaytowmx rpynnax
NpPOrpamMMHO-annapaTHbIX CPes:

Windows

BkntoyaeT nporpammHo-annapaTHble cpefbl:

Windows 7/8.1/10/Server 2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016/2019 (x64).

Co cpokamm aKcnyaTaLumm yKasaHHbIX ONEPALMOHHBIX CUCTEM MOXHO O3HAKOMUTLCS MO afpecy:

https://support.microsoft.com/ru-ru/lifecycle/search

Mpumevanne. lMpn skcnnyatauymn CK3W HeobxoaMMo yunTbIBaTb, H4TO MOPSIZOK M CPOKM SKCryaTauum
@ onepaLMoHHbIX cucTeM, B cpefe KoTopbix dyHkumoHnpyer CK3U, onpegensiotcss nponsBoaguTensiMu

onepaumoHHbix cuctem. Wcnonbsosanume CK3W nog ynpasnedunem OC, ans KoTopbix He BbIMyCKaloTCA
ODHOBJIEHNSA, HE AOMYCKAETCS.

1.2 KnouyeBble HOCUTENn

MNepeyeHb NOAAEPKNBAEMbBIX KNHOYEBLIX HOCUTENEN B 3aBUCUMOCTM OT MPOrpaMMHO-annapaTHol nnatgopmebl
otpaxeH B XKTHAN.00101-01 30 01. Kpuntollpo CSP. ®opmynsip, n. 3.9.

Ncnonb3oBaHue Hocuteneii APYrnx TunoB [ONYCKAETCA TOJIbKO MO COrjacoBaHUto C ®CB Poccun.

Mpumeyvanne. B coctas auctpubytusa CK3W Bxogat 6ubnmoTekm nogaepXKy BCEX MNEPEYNCIEHHbBIX
HocuTeneii, Ho He BxoaaT gpaiisepsl gns OC. Mo Bonpocam nosnyyeHusi gpaiiBepoB HeobxoanMo obpalLaThCs
K MPON3BOAUTENSIM COOTBETCTBYIOLLMX YCTPONCTB.
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2 VYcTaHoBka un yaanexHune guctpubytmsa NO CK3U

Vcravoeka guctpubytmea Kpuntollpo CSP Bepcunm 5.0 KC1 pgonxHa nNpousBoAnMTbLCS MOJb30BaTENIEM,
MMELWMM NpaBa agMUHUCTPATOpA.

Ons ycranoskun CK3U Kpuntollpo CSP Bepcun 5.0 KC1 cHavana Heobxofumo ycTaHOBUTL NpoBaiifiep, a 3aTem
YCTaHABAMBATL OCTaJibHblE MOAY/IN, BXOASLWNE B COCTAB KOMMIEKTALUN.

st Havyana ycTaHOBKM MPOrpaMMHOrO obecreyeHnsi BCTaBbTe KOMMAKT-ANCK B ANCKOBOA. B cTaptoBom okHe
BbibepuTe ynobHbli ans Bac si3bik ycTaHoBKM U AucTpubyTUB, COOTBETCTBYIOLMIA WMCMOMB3YEMOIi OMEPaLNOHHONM
cucteme (cm. puc. 1).

Kpuntollpo CSP 5.0
(Disk 1 of 1)

Switch to english
ApxutekTypa x86/x64

MpumeyaHus K BbINyCKy

OB30op AOKYMeHTaLMN

O630p gucka

Caiit OO0 KPUNTO-NPO
KpmnTo

oD
)]

| .
S

Pucynok 1. Ycranoska CK3W Kpuntollpo CSP

B

MpumeyaHne. Takxe yCTaHOBKA MOXET MPOM3BOAUTLCA C AncTpubyTusa, nonydenHoro ¢ caiita OO0
«KPUMTO-MPO». B Takom cnyyae nonb3osaTento Hy>XHO 3anycTuTb daiin guctpubytusa CSPSetup.exe.

OTkpoeTtcsi nmpueeTcTBeHHOe OKHO MacTtepa yctaHoeku Kpuntollpo CSP. [Ons wusmenenus yposus KC
(KC1/KC2/KC3) nnn sizbika ycTaHOBKN HaXKMUTE KHOMKY JononHuTenbHbie onuumn. B oTKpbIBLIEMCS OKHE yKaXuUTe
A3bIK YCTAHOBKM 1 Tpebyemblli ypoBeHb HE30MaCHOCTU 1 HaXXMUTE KHOMKY YCTaHOBUTL (cM. puc. 2).

Ef

Mpumeyanune. Mo ymonyaHmio B okHe ycTaHoBneH chnar YCTaHOBUTL KopHeBble cepTtudpmkatol. [pu
yctaHoBke CK3W B xpaHunnwe «[loBepeHHble KOPHEBbIE LIEHTPbI CEPTUUKALMNY NOKAJBHOTO KOMMBLIOTEPA
YCTaHaB/IMBAKOTCS CEAYIOLLME KOPHEBblE CepTUMKaTbl (MepeynciaeHbl 3Ha4YeHMst COOTBETCTBYIOLLMX WMEH
cybwekta (CN)): CryptoPro GOST Root CA, Munkomcessb Poccum n [010BHOR yAOCTOBEPSIOLLMIA LIEHTP.
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& £ Kpuntollpo CSP 5.0

Bnarosapum 3a Beibop Kpuntollpo CSP.

S3bIK YCTAHOBKM:

(®) Pyccumit
(O English

YpoBeHb bezonacHocTy:

(® KC1
(K2
(OKe

— YcTaHOBUTh

YcraHoBuTb € BoibpaHHbiMKU KC-ypoBHEM W A3bIKOM.

YCTAHOBWTL KOPHEBDIE CEPTURHKATI

PucyHok 2. VYcrtanoska CK3U Kpuntollpo CSP

Ons pansHeiiweii yctaHoskn Kpuntollpo CSP Bepcun 5.0 KC1 B okHe MacTepa yCTaHOBKM HaXKMUTE KHOMKY
Oanee (cm. puc. 3).

ﬁ YcraHoeka "Kpuntollpo CSP 5.0" X

Bac npuBeTCTBYET NPorpaMmMa yCTaHOBKM
"Kpuntolpo CSP (KC1)"

[porpaMma BoINONHKT ycTaHoBKy "KpunTtollpo CSP 5.0"Ha
KoMNbioTep. [IN8 NPOAOMKEHUS HKMUTE KHoNKy "[lanee".

. MNPEAYNPEXEHWE: [axHas nporpaMma 3allMileHa 3akoHaMu 00
ABTOPCKHUX NPABaX M MEXIYHAPOAHbIMK COTNALLIEHNAMU.

< Hazap Nanee > OTMeHa

Puncyrok 3. Mactep yctanosku Kpuntollpo CSP sepcun 5.0 KC1

Mocnepytowiasi yCTaHOBKAa MPOM3BOANTCS B COOTBETCTBUUM C COODLUEHUAMU, BbIAABAEMbBIMU MPOrPaMMOIi
ycTaHoBku. B npouecce yctaHoBKM ByeT npeasioxkeHo 3aperncTMpupoBaTh AOMOJHUTENBHBIE CHUTLIBATENN KIIOYEBON
nHdOpMaLMN, JOMONHUTENbHBIE AATHUKN CIAYHaRHBIX YUCEN WAU HAaCTPOWUTbL KPUMTOMPOBAgep Ha WCMOAb30BaHMe
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CnyXbbl xpaHeHusi kntodeli. Bce 3T HAaCTPOWKN MOXKHO MPOM3BECTU KaK B MOMEHT YCTaHOBKMU KpunTonposaligepa,
Tak 1 B J1t0DOIA MOMEHT Moc/ie 3aBepLUeHNst YCTAHOBKU Yepes MaHeslb CBONCTB.

MNocne 3aBeplUeHNst YCTAHOBKM AUCTPUDYTBa HEOBXOAMMO NPOM3BECTN NEpPEe3arpysKy KOMMbIOTEpPa.

2.1 TMapametpbl yctaHoBkun Kpuntollpo CSP Bepcuun 5.0 KC1

Mpu ycranoeke Kpuntollpo CSP Bepcun 5.0 KC1 MOXHO MCnonb30BaTh pas/ivyHble NapameTpbl KOMaHAHOM
CTPOKU, BAWSIOLLMNE HA YCTAHAB/IMBAEMbIE KOMMOHEHTbI, HA4YaslbHYIO HAaCTPOIKY NpoAyKTa 1 ApYroe.

Ons ycranoekn Kpuntollpo CSP BeeauTe cneaytollyto kOMaHay B KOMaHAHO CTPOKE M YKaXXnUTe HeobxoanMmble
napameTpsi:

msiexec /i <UONHHY WM OTHOCHTENbHHY IyTh K .mSi-daliny> <mapamMeTps>

Cnepytowe onuum no3BoASIOT He YCTaHaBANBaTb COOTBETCTBYOLYME DMONMOTEKN NOAAEPKKN CHNTbIBATENEl
n HocuTeneld (3HaveHne «1» O3Ha4aeT He yCTaHaBNMBATh):

NOACCORD=1 Akkopg

NOBIO=1 Buonornyecknii ACH

NODALLAS=1 Hocutenu Dallas

NODS=1 CuutbiBatenn Dallas

NODSRF=1 OCH «[lMocnepoBaTenbHOCTL NOCTaBLUMKA Y
NOEMV=1 Kapta EMV

NOETOKEN=1 Hocutenn eToken

NOFLOPPY=1 CyuTbiBaTENb ANCKET

NOJCARD=1 Kaptel JCard

NOPCSC=1 PC/SC

NOREGISTRY=1 CuntbiBatens «Peectpy

NORIC=1 Kaptel RIC/OSCAR

NORUTOKEN=1 Hocutens Rutoken

NOSABLE=1 Cobonb

NOSNET=1 SecretNet

NOCHARISMATHICS=1 Charismathics

NOINPAS=1 Global Platform Optelio

NOCPFKC=1 Moanepxka yHudmuymposatHeix Hocuteneli Kpuntollpo ®KH 2.0

Cnenyowme onuun no3BOASIOT YNPaBAsATb perucrpauueli NoaaepXuBaemoro obopyaoBaHUsi BO BpeMmst
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ycranosku Kpuntollpo CSP Bepcun 5.0 KC1 (3HaueHne «0» o03Ha4YaeT «OTKAOUNTH ONuUMiO»; * oTMedeHbl onuuy,

BKJIKO4YEHHbIE NO yMOJ'I'-iaHI/II-O)Z

REGACCORDRDR=1
REGACCORDRND=1
REGBIO=1
REGCHARISMATHICS=1

REGESMARTTOKEN=1

REGEMUL=1

REGETOKEN=1

REGGTOKEN=1
REGFLOPPY=6yksbI

REGPNPFLOPPY=1
REGHDIMAGE=1

REGDSRF=nyTb

REGDS1410E=nopTsl

REGDS9097E=nopTbI

REGDS9097U=nopTbl

REGDS199X=1
REGEMV=1
REGGEMALTO=1
REGINPAS=1
REGOSCAR=1
REGOSCAR2=1
REGTRUST=1

3apernctpuposath cunTbiBaTENb "AKKOPA" BO BpEMS yCTaHOBKM
3apeructpuposatse ACH "Akkopa" BO Bpemst ycTaHOBKM
3apeructpuposats buonoruyeckuii 4CH *

3apeructpuposaTts Bce Hocutenu "Charismathics" Bo Bpemsi
YCTaHOBKM

3apeructpuposaTts Hocutenn "ESMARTToken" Bo Bpems
YCTaHOBKM

3aperncTpupoBaTh 3MyNSTOP HOCUTENS BO BPEMSI YCTAHOBKU

3apeructpuposaTsk Bce Hocutenm "Aladdin eToken", oTaensHble
TUMbI: REGETOKENJAVALDO, REGETOKENJAVA10B,
REGETOKENM420, REGETOKENM420B, REGETOKEN16,
REGETOKEN32

3apeructpuposath Bce Hocutenm "eToken GOST"

3apeructpuposats cuutbiaTens "duckera" (FAT12/FLOPPY)
s ByKB, YKa3aHHbIX Yepes 3ansTyio

3apeructpuposath cunTbiBaTenb "Bee chemHble HocuTenn" *
3apeructpuposath cynTbiBaTess "Jupektopus"

3apeructpuposats JCYH "MocneposaTenbHOCTL nocTaBwmka' n
3agaTb nyTb (6e3 "\" Ha koHue) k nanke ¢ dbl, db2

3apeructpuposats cuutbiBatens "DS1410E" (noptsl - cnncok
nopTos uepes 3anatyto: LPT1,LPT2,...)

3apeructpuposatsb cuutbiBaTens "DS9097E" (noptel - cnmcok
nopTos uepes 3anatyto: COM1,COM2,...)

3apeructpuposats cuutbiatens "DS9097U" (noptel - crincok
noptos 4epe3 3ansTtyto: COM1,COM2,...)

3apeructpuposatb HocuTenb "DS199x"
3apeructpuposaTs Hocutens "MPCOS EMV"
3apeructpuposats Hocutens "GEMALTO"
3apeructpuposaTs Hocutenn "VHMAC"
3apeructpuposaTs HocuTenb "Ockap"
3apeructpuposaTb HocuTens "Ockap2" *

3apeructpuposaTb HocuTens "Maructpa" *
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REGTRUSTS=1
REGTRUSTD=1

REGPNPPCSC=1

REGREGISTRY=1
REGRIC=1
REGRUTOKEN=1
REGSABLERDR=1
REGSABLERND=1
NOWL=1
NOESMARTTOKENWL=1

NOETOKENWL=1
NOGEMALTOWL=1
NOOSCAR2WL=1
NOTRUSTWL=1
NOTRUSTSWL=1

NOTRUSTDWL=1
NORUTOKENWL=1
NOUECWL=1
NOCHARISMATHICSWL=1
NOINPASWL=1

3apeructpuposatb HocuTens "Maructpa Cbepbank/BGS" *
3apeructpuposaTs HocuTens "Maructpa Debug" *

3apeructpupoBath cunThiBaTens "Bce cumThiBaTEAM CMapT-
KapT" *

3apeructpuposats cunTbiBaTens "Peectp”
3apeructpuposaTs Hocutens "PUK"
3apeructpuposath HocuTens "Rutoken" *
3apeructpuposaTs cuntbieaTens "Cobonb"
3apeructpuposats CH "Cobons"

He peructpuposaTs Hocutenn ans Winlogon

He peructpuposats Hocutenn "ESMARTTOKEN" pgns
Winlogon

He peructpupoeaTe Hocutenn "Aladdin eToken" ans Winlogon
He peructpuposaTe Hocutenn "GEMALTO" ana Winlogon

He peructpuposaTs Hocutens "Ockap2" ans Winlogon

He peructpuposaTs Hocutens "Maructpa" ans Winlogon

He peructpuposats Hocutens "Maructpa Cbepbank/BGS" pns
Winlogon

He perncrtpupoeats Hocutesnb "Maructpa Debug" ans Winlogon
He peructpuposats Hocutens "Rutoken" gns Winlogon *

He peructpuposats Hocutenn "VIK" ana Winlogon

He peructpuposate Hocutenun "Charismathics" nns Winlogon

He peructpuposate Hocutenn "WHMAC" gna Winlogon

Cnepytowive onumn npefHasHadeHbl Ans ynpasieHns pexumamm pabotsl Kpuntollpo CSP:

TIMEWARNING2001=4294967295

NODIAGTRACKDISABLE=1
NOINTERACTIVESERVICES=1

CPCSPR=1

OTkntounts npegynpexgenus wncnonbsosanus [OCT 34.10-
2001

He oTtkntouats dyHkunm tenemerpun Windows

MNosBonsieT He paspewaTb uUHTepakTuBHbIe cepeucbl Windows,
OTKJItOHeHHbIE No ymon4daHuto Ha Windows 8

Mo3BonsieT BbIOPaTL peXxnM Ciy>xObl XpaHeHUst KitoYel (TobKO
Npu yCTaHOBKe)
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CACHED=N

CSPDELETEKEYS=1

INSTALLCPCERT=1

CERTSTOREPARAMSSUPPORTED=1

FULLCNGREGISTER=1
CNGOIDCONTROL=1

LICERRORLEVEL=[1][2][4]

ENABLEDEFAULTREADER=1

ENABLEDTBSDISPLAY=1
ENABLEOIDMODIFY=1
DISABLEEXTENDEDMASTERSECRET=0
DEFAULTCLOUDAUTHSERVER
DEFAULTCLOUDRESTSERVER

Hacrtpoiika kawunposanus kntodein. Ecnn N=0, To BbikntO4eHO,
ecim N>0, To 3agaeT pasmep kawa (TONLKO NMPU YCTAHOBKE)

Mpu ypaneHnm npofykTa ymaiuT Tak )Ke BCE HACTPOMKM n BCe
KJIIOHUN 13 peecTpa

VcranoeuTh ceptucpukaT nognucn koga KPUMTO-MPO s
xpaHuiunwe "[osepenHble uspatenu" (nossonsiet umsbexaTb
3anpoc Ha ycTaHoBKy gpaiisepa Ha Windows 7+)

Bkstounts nogaepxky napametpos PP USER CERTSTORE/
PP_ROOT_ CERTSTORE

3apeructpuposats Key Storage Provider (CNG)
3apeructpupoeate CNG Algid B8 Tabnuue OID

BuToBasi Macka oTkfto4eHnsi 0TODparkeHUst OLWINOOK ANLEH3NN:
001 IDS CSP_CORRUPTED

010 IDS_CSP_EXPIRED, IDS_WRONG LICENSE TYPE,
IDS_CSP_EXPIRED CERT BAD

100 IDS_CSP_EXPIRE IN

Pa3peLIJI/ITb N3MEHATb CHUTbIBATENb MO YMOJIYAaHUIO B MaHENn

CSP

/icnonb3sosaTh ycTpoiicTBa BU3yanu3saunum nognmcu
PaspewnTb n3ameHaTb HacTpoliku anropuTmos B naHenn CSP
He otkntouats TLS Extended Master Secret

3apaér agpec no ymondaHuio cepsepa ayteHtucpmkauyuu DSS

3apaér agpec no ymondanuio REST-cepsepa DSS

Cregytowme onuun no3BoASIOT yKasaTb ycTaHaBanBaemble komnoHeHTel CK3U:
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FOREIGN=1
REPROV=1
DRIVER=1

COMPAT=1

NODRIVER=1

NOCPROCTRL=1

NOCCID=1

Vcranosuts komnoHeHTy "Mogaepxxka RSA/ECDSA"
VcranoeuTb komnoHeHTy "Revocation Provider"
VcTaHouTb KoMnoHenty " [OpaiisepHast 6ubnnorteka CSP"

VcTanoeutb kKomnoHeHTy "Coemectumocts ¢ Kpuntollpo CSP
3.0"

He yctanasnueats komnonenty " [IpaiisepHasi bubnuoreka CSP"
(ctaBuTcst no ymonyanuo Ha Windows Server 2008)

He yctanaenuaTb komnoHeHTy "CoBMeCTUMOCTb C NpoayKTaMm
Microsoft" (ctaButcs no ymonuanuio)

He ycranasnusate gpaiisep CCID (Chip/Smart Card Interface
Devices)

Crnepytowive onumn npefHasHayeHbl A1s1 YKa3aHUS CEPUHLIX HOMEPOB JINLEH3UI NMPOLYKTOB:

COMPANYNAME=
USERNAME=
PIDKEY=
WLPIDKEY=

RPPIDKEY=

OCSPAPIPIDKEY=

TSPAPIPIDKEY=

VKa3aTb Ha3BaHWEe OpraHu3auun, NCNoNb3YoLWEe NNLEH3UI0
VKa3aTb NMsi NMONb30BaTENS, UCMOJIb3YIOWErO JINLEH3NIO
Vicnonb3oBaTth ykazaHHblii cepuiiHblii Homep CSP
VicnonbzoBaTh ykasaHHblii cepuliHblii Homep Winlogon

VNcnonbzosaTb ykasaHHbll  cepuliHblii  HoMep  Revocation
Provider

Vicnonb3osath ykasanHblii cepuiitblii Homep OCSP Client

Vicnonb3oBaTh ykasaHHblli cepuiitblii Homep TSP Client

Joctynubl cnepyrowme ctangapTHole napametpbl Windows Installer (nogpobree cm. gokymenTtaumto Microsoft):

PATCH=naTunu

INSTALLDIR=...
INSTALLDIR64=...
REBOOT=R

REMOVE=mogynu

ADDLOCAL=moaynu

YCTaHOBUTL NPOAYKT BMECTE C naT4amu (CNMCOK NONHbIA NyTei
K .msp-cbaiinam 4epes TOUKy C 3ansiToi)

[yTb ycTaHOBKM
NyTb ycTaHOBKU Ansi 64-KOMMOHEHT
He nepesarpyxaTb KoMnbiOTEp NOC/IE YCTAHOBKU

[ns y>xe yCTaHOBAEHHOrO NPOAYKTa YAANAET yKa3aHHbIE MOAYIN
(cproctrl, reprov, driver, compat)

[ns y>ke yCTaHOBNIEHHOrO NMPOAYKTa YCTaHaBJNBAET yKa3aHHbIE
mogynm (cproctrl, reprov, driver, compat, foreign)
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JononHutensHble napaMeTpbl YCTaHOBKU:

/ab ycTaHoBKa be3 macTtepa

/an ycTaHOBKa 6e3 oKoH

/L*v dpaiin CO34aHNe XKypHasa YCTaHOBKM
Mpumep:

msiexec /i "d:\Kpuntollpo CSP 5.0\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v "c:\temp\csp.log" /qgb

B ykasanHom npumepe 3anyckaetcsi .msi-cpaiisi, pacnonoxerHbiii no agpecy d:\Kpuntollpo CSP 5.0\csp-win32-
kcl-rus.msi, yctaHoBKa nporpaMmmHoro obecnedenus byaet nponssoanTsCsi B AnpekToputo d:\csp, XKypHan ycTaHOBKM
OymeT HaxoanTbes no agpecy c:\temp\csp.log, yctaHoBka byaeT BbinonHsTbCs be3 macTepa.

2.2 VYpanexune NO CK3U

PekomeHayeTcs cHavana ypanuTb YCTAHOBJIEHHbIE MPOAYKThI 4Yepe3 «YCTaHOBKY W yAaneHWe nporpaMmm>»
MaHenu ynpaeneHusi, nepesarpy3utb KOMMbLIOTEP, M 3aTeM 3anycTutb cspclean.exe. YTunuta npegHasHaveHa gns
OYMCTKM KOMMblOTEpPa OT He yAanéHHbix dnemeHToB npoayktoB « KPUMTO-MPO». MNocne 3aBepwenns paboTsl
YyTUINTBI 0DA3aTENBHO NMepe3arpy3nTe KOMMbIOTEP.

Ons ynanenns Kpuntollpo CSP 4epes komaHAHYtO CTPOKY BBEANTE CELYIOLLYIO KOMaHAY:

msiexec /x {50F91F80-D397-437C-B0C8-62128DE3B55E}
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3 QO6HosneHune NO CK3U

Ons obHoenenns MO CK3M na OC Windows Heobxogumo:

1) 3anomHuTb Tekyuwyto koHdurypaumo CSP (ycravosnenHsie [CH, cuuTbiBaTenn, Hocutenu, napamerpsi
aJIrOPMTMOB MO YMOJTHAHMIO 1 T.M.);

2) ypanutb wraTtHbiMu cpeactamn OC anctpubytue Kpuntollpo CSP;

3) ycTaHOBMTL aHanorn4Hbli Hoeblii auctpubytus Kpuntollpo CSP;

4) npn HeobXxoAMMOCTU BHECTU U3MEHEHUSI B HACTPOIAKM.

Ef

Mpumeyanne. Knoun n ceptndpmkaTel COXpaHSIOTCS aBTOMAaTUYECKM.
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4 Hactpoiika CK3U

4.1 Bknwo4eHune pexnmma YCUJIEHHOrO KOHTPOJISi WNCNOJIb30BaHUSA
Karo4emn

PexxnM yCUIIEHHOrO KOHTPOJSi MCMOJb30BaHUsA KJOYeli ObecnedYnBaeT OCYLLECTBIEHNE KOHTPOJS CPOKa
OEACTBUS JONTOBPEMEHHBIX KtOYell 2NEKTPOHHOR MOAMUCK U KHOYEBOTO OBMEHa, KOHTPOS AOBEPEHHOCTU KiltoYeli
MPOBEPKMN 3/1EKTPOHHON NOLMNUCH U KOHTPOS KOPPEKTHOMO UCMOJb30BaHNS NPOrPaMMHOIO AaTUMKA CAyYaliHbIX YNUCEN.
[aHHbIA pexkum fosixkeH bbiTb BkAOYEH npu nHctanasumn CK3W, nubo yepes koHTponsHyto naHens Kpuntollpo CSP,
Bknagka «besonacHoctby (cm. puc. 4).

Mpumevanne. OTkntoveHNe pexumMa YCUIEHHOrO KOHTPOJsS WCMOMb30BaHUS  KJKOYel [OnycKaeTcs
NCKIOYUNTENIBHO B TECTOBbIX LieNsiX.

& Kpunrofpo CSP X

Obwwe ObopynosaHue Cepeuc L[ononHUTENBHO ANropuTMbl
besonacHocTb Winlogon Hacrpoiikn TLS Kpuntonpoeaiiaepb!

Pexum paboTbl CSP

[+] YcunerHblii KOHTPOAL MCNOb30BAHNA KNOYeit
BoibepuTe CSP AN HACTPOHKK:

Bce noaaepueaeMble KpUNTONpPOBaiaepbl v

(®) XpaHuTb KIIOYM B NAMATH NPUACKKEHMIT
(O Wicnonb3oeatk cnyx6by XpaHenns knioveit

[ | BrniounTb ksumposaHue g =

OTMeHa MpuMeHnTH

PucyHok 4. BkitoyeHune pexxmmMa yCUEHHOrO KOHTPOJISi UCMOJIb30BaHNS KtOYeER B KOHTponbHol naHenn Kpuntollpo
CSP Bepcun 5.0 KC1

[MpoBepNTb, BKIKOYEH 1N PEXUM YCUIEHHONO KOHTPOJIS NCMOJIb30BAHUS KtOYel, MOXKHO B KOHTPOJIbHO NaHenm
Kpuntollpo CSP (Bknagka «BesonacHocTb» ), nnbo npocmoTpes 3HaueHue kitova StrengthenedKeyUsageControl
B BETKe peecTpa: Anst 64-paspspgHoli onepauunoHHoli cuctembl HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\
CryptoPro\Cryptography\CurrentVersion\Parameters\StrengthenedKeyUsageControl , ana 32-paspsgHoii
onepaLMoHHOIA cMcTeMbI HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Cryptography\CurrentVersion\
Parameters\StrengthenedKeyUsageControl.

B cnyuae, ecnum BKIKOYEHNE PEXXMMA YCUIIEHHOTO KOHTPOJISt UCMIOJIb30BaHUS KJIKOYEA MPOU3BOAMIIOCH HE Ha dTane
nHctamnsuymn CK3W (uepes koHTponbHyto naHenb unm pegaktop peectpa OC Windows) unu B xoge nHctannsyumn
CK3W He ypanock monyumTb chyyaiiHble AaHHble C AaTymka CiaydailiHbix ducen (B 3TOM Cly4ae WHCTannsTop
oTobpaxkaeT 0kHO 0D owmnbke, cMm. puc. 5), HEODXOANMO BbLINONHUTL KOMaHAY:
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csptest.exe -keyset -verifycontext -hard_rng

4

Ycravoska "Kpuntollpo CSP 5.0"

YcTaHaBnWBaKTCA BblﬁDaHHble KOMNOHEHTbI NporpaMMbl.

[oxanTech oKOHYaHUA ycraHoekk "KpunTollpo CSP". 3T0 MOXET 3aHATb
HECKOMBKO MUHYT.

MpK MHCTANNALUWMKM He YAANOCh NOAYUMTE AaHHLIE ¢ JaTUMKA

! cnyyvakiHelx yncen. MNepea ncnonszoeaduem Kpuntollpo CSP
HeobxoaMMo ycTaHoBUTE ACH W NoMYyYMTL
VHWLMANM3UPYIoLLKMEe JaHHbIe C MOMOLLLHD Bbi20Ba "csptest.exe
-keyset -verifycontext -hard_rng”

< Hazag [Danee > OTtmeHa

Pucyrok 5. Owunbka nonyyeHns gaHHbIX C gaTtyuka caydaiiHbix ducen npu unctannsuyun CK3U

Ecnm pexum ycuieHHOro KOHTPONS MCMOMb30BaHUs Kitodel Bkatodancs He npu uHctannsuuu CK3WU, nocne
BKJIIOYEHUST PEXMMa HeODXOOMMO MPOU3BECTU MEPE3arpy3Ky KOMMbIOTEpa.

B «kpuntonposaiigepe Kpuntollpo CSP Bepcum 5.0 KC1 pgna kmouenn FOCT P 34.10-2001/2012
peasn30BaH [OMONHUTENbHBIA KOHTPOJIb AOBEPEHHOCTU cepTuduKaTa KAo4Ya MNPOBEPKU 3JIEKTPOHHON noanucu,
0N 4ero COBEPLIAETCS MOCTPOEHME LEnoYek CcepTUUKATOB [0 [JOBEPEHHbIX KJIOYEBLIX CePTUDUKATOB,
HaXOLSALLMXCS B XpaHUAULLE NoKanbHOro komnbtoTepa CryptoProTrustedStore («/JoBepeHHbie kopHeBble cepTdmMKaTbI
Kpuntollpo CSP», «CryptoPro CSP Trusted Roots»). [anHoe xpaHunniie cepTucnkaToB aBTOMAaTUHECKM
cozgaércs npu wmHctannsauum Kpuntollpo CSP Bepcun 5.0 KC1. lMocne ycrnewHoro 3aBepLueHUst WHCTaAAALUW
HeobxoanMo B 0DA3aTENIbLHOM MOPSIAKE MPON3BECTU YCTAHOBKY [JOBEPEHHbLIX KOPHEBbLIX CEPTUUKATOB B XPaHUNLLE
CryptoProTrustedStore ¢ nomowbto ocHacTku CepTudpmkaTtbl MbO e C NOMOLLbLIO YTUANTBI certmgr:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

Mpumeyanne. Pabota CK3W 6e3 ycTaHOBKM [OBEPEHHbLIX KOPHEBLIX CEPTUUKATOB B XpaHuuLie
CryptoProTrustedStore fgonyckaeTcsi NCKAOYNTENBHO B TECTOBBIX LESIX.

MNocne npoBefeHNs YCTAHOBKM JOBEPEHHBIX KOPHEBbIX cepTucpukaToB B xpaHunuwe CryptoProTrustedStore
C/lefyeT nepesarpysuTb KOMMbIOTEP.

Ceptudcpmnkatel oTkpbiThix katodeir TOCT P 34.10-2001/2012, pnsi KOTOPbIX Henb3si NOCTPOUTL LEMOYKY K
KopHeBbIM cepTudpmkatam B xpanunuuwe CryptoProTrustedStore, siensitotcs HeposepeHHbiMu. s ux yganeHus
MOXXHO BOCMOJIb30BaTLCS yTunmTamu certmgr nanbo cryptcp:

certmgr.exe -delete -cert -store uMy -dn CN=test-user

cryptcp.exe -delcert -dn CN=test-user -uMy
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4.2 OTkntoveHne dyHkunii tenemerpun Ha OC Windows 10/Server
2016

@ Mpumeyanue. OTkatoueHne pyHKLUA TenemeTpun siBasieTcst obsisaTenbHbiM ycnosuem akcnayatauuu CK3N
nog ynpasnednem OC Windows 10/Server 2016.

Ons otkntouenus yHkuymii Tenemerpun Ha OC Windows 10/Server 2016 HeobxofMMo BbINONHUTbL CeaytoLne
neictens:

1) Mpoeeputb Hannume u cratyc cepeuca DiagTrack (Manens ynpasnennss — Cuctema u besonacHocTs —
ApmuHuctpuposatmne — Cryxbbi).

2) Ecnn cepBuc 3anyLueH, To OCTaHOBUTL €ro.

3) Vpanute 3anuce peructpauyun cepeuca DiagTrack us peectpa (Iyck — Bobinonwuts — regedit,
pa3gesn HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services. 3aecb HeOOXOANMO HAlTV U YAANNTL NanKy
DiagTrack).

4) YpanuTb NOArOTOB/EHHBIE K OTMPABKE AaHHbIE, KOTOPbIE COXPAHSIIOTCS B YeTbipex dhaiinax ¢ paclumpeHmem
* rbs, xpaHsiwmxcs B gupektopun jProgramData’,\Microsoft\Diagnosis. VImeHa chaiinos ans production cbopok
OC - event00.rbs, event01.rbs, event10.rbs n event1l.rbs. Ons insider cbopok OC umeHa MOryT OTANYATLCS, MO3TOMY
HeobxoanmMo yaanuTs Bce chaiinbl ¢ pacwmpennem *.rbs. MNpn Bo3HMKHOBEHUN Npobnem ¢ yaaneHneM gaHHbIxX aiinos
HeobxoanMo B CBOMCTBax Ha BKnagke «besonacHocTby paspewnTb noaHblii goctyn K daliny, a 3aTeM yaannTe.

5) OcraHoButb aeTomatuyeckyto (AutoLogger) ETW ceccnio Autologger-DiagTrack-Listener, koTopyto
DiagTrack akTuBupyeT B npouecce CBOei OCTaHOBKM.

6) Yoanutb daiin, B koTopblii aBTomaTuyeckasi (AutoLogger) ETW ceccusi AutolLogger-DiagTrack-Listener
coxpaHsina cobpaHHble gaHHble. [lyTe K dhaiiny xpaHutcs B peectposoli 3anucm AutolLogger-DiagTrack-Listener B
3Haqenun FileName. Kondurypaumn asromatuyecknx (AutoLogger) ETW ceccuii HaxogsiTcst B kitoye peectpa HKLM\
SYSTEM\CurrentControlSet\Control\WMI\AutoLogger. KoHdurypauns ueneBoii ceccum XpaHWUTCSA B LAaHHOM
kaode nog 3anuceto  AutolLogger-DiagTrack-Listener. B HacTosiuee Bpems fgaHHble coxpaHstoTcss B chaiin
#ProgramDatal,\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

7) Ypanutb 3anucb peructpaumu koHdurypaumum astomatudeckoin (AutolLogger) ETW ceccunm Autologger-
DiagTrack-Listener us peectpa.

,ﬂaHHbIe ,EI,eVICTBVIH H€O6XOJJ,VIMO BbIMOJIHATL NOCNE Ka)XAoro KymMynAaTuBHOIro O6HOBJ'IeHI/I5I, MOCKOJIbKY fOaHHbIE
0bHOBAEHUSA ABASAIOTCS MO cyTin NOJTHOVA I'IepeyCTaHOBKOVI OCn yAaleHHble CEPBUCHI BOCCTAHABJINBAKOTCA.
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5 Wcnonb3oBanne CK3W Ha nnatdopme Microsoft .NET
Framework

Komnanuein OO0 «KPUMTO-MNPO>» paspaboran nporpammtslii npogykt « Kpuntollpo .NET», nossonsitowyuii
MCNONBb30BaTh CPEACTBO KpunTorpadmyeckoii 3awuTol nHdopmauumn Kpuntollpo CSP sepcumn 5.0 KC1 Ha nnatdopme
Microsoft .NET Framework. Kpuntollpo .NET peanusyet nHabop unTepdeiicos ans goctyna K kpuntorpadgumyeckum
onepauusim .NET Cryptographic Provider:

® X3LWNPOBaHME;
nognunce;
wuncppoBaHue;

MAC;
reHepauust Ktodeli n T.4.

Kpome Toro, Kpuntollpo .NET nossonsieT wucnonbsosaTh cTaHgapTHble knaccel Microsoft ans
BbICOKOYPOBHEBbIX OMepaLuii:

e pasbop ceptudukaTa;

® MOCTPOEHME N MPOBEPKA LIENOYKN CepTUDUKATOB;

e obpabotka CMS coobluennii;

® yCTaHOBJIEHMe 3alyuLLeHHoro obmena yepes SSL/TLS, HTTPS n FTPS;

e XML nognuck u wudposaHue.

Moapobryto nHdopmaumnio, 4MCTPUOYTUBBI, HOKYMEHTALMIO N CLEEHAPUM UCMOJIL30BaHNS MOXKHO HaliTU Ha caliTe
npoaykta. [pyu ncnonb3oBaHMM JOMKHBI BLINOAHATLCA Tpebosarus n. 1.5 XKTAN.00101-01 30 01. Popmynsp.
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6 CocTtaB n Ha3HadeHue komnoHeHT MO CK3U

MNporpammuoe obecneverne CK3W Kpuntollpo CSP Bepcun 5.0 KC1 npu dyHKUMoHMpoBaHUM nog,
ynpaenennem OC Windows coctouTt ns cnegyolimx KOMMNOHEHT:
1) CepsucHbie moaynu;
2) Mogaynu HacTpoiikn BCTPOEHHOI NMoACMCTeMbI nporpaMmMHoii cpeabl dyHkumornuposatus (CP) OC Windows;
3) CK3W Kpuntollpo CSP Bepcun 5.0 KC1, peanusytouee LeneBble yHKLMM KPUNTONPOBaiigepa B hopme:
e bOubnnoTek, 3arpyXKaembix B afjpeCHOE MPOCTPAHCTBO NPUJIOKEHUS;
e kpunTorpadHECKOrO CEPBUCA XPAHEHUS KITHOYEN;
e kpunTtorpaduyeckoro apaiieepa;
e 6ubnnotek npotokona «Kpuntollpo TLS».
4) Mogynb noanepxkun cetesoin ayTeHtudpukaumn Kpuntollpo TLS.

6.1 CepBucHolie moaynu

CepBucHble mogynn obecneumBatoT KOHTpOsb uenocTHoctu auctpubytusa Kpuntollpo CSP eepcun 5.0 KC1,
ero yCTaHOBKY W yAasieHne U3 ONepaLMoHHOl CMCTEMbI, a Takxke KoHdurypaumio napametpos CK3W gns kaxgoro
nonb30BaTesNs.

6.1.1 Moaynb KOHTPONA LENOCTHOCTU AUCTPUOYTUBA

Mogynb cpverify.exe (cm. [Npunoxenne A pgokymenta XXTI.00101-01 95 01. Mpasuna nonb3oBaHus),
npefHa3HayveH A5t KOHTPOJIS LeNoCTHOCTY ANCcTpubyTuea npu yctanoske u ucnonssosanuu MO CK3W Kpuntollpo
CSP Bepcun 5.0 KC1 Ha komnbtoTepe nosb3osatens (MOCTaBASETCS COBMECTHO C ANCTPUOYTUBOM).

6.1.2 [Ouctpnbytus

Ouctpubytns CK3U Kpuntollpo CSP eepcum 5.0 KC1 noctaensietcss B Buge nakera «Windows Installers
(daiin csp-win32-kcl-rus.msi nan nogobHoe HaseaHne. B HasBaHuu haiina ycTaHoBLMKa npucyTCTBYeT 0bO3HaYeHME
nnaThopMbl, A4St KOTOPO OH MpPeAHa3HaueH, KNAcC 3aWnThbl U S3bIK YCTaHOBKM). [1pu 3anycke baiin ycTaHoBLYMKA
pa3BOpaYMBaET CTPYKTYpbl AaHHbIX AWCTPUOYTMBA BO BpeMeHHbIli KaTasor n nposoaut yctaHosky 1O CK3U
Kpuntollpo CSP Bepcun 5.0 KC1.

6.1.3 Mopaynb koHcurypaumnm

Mogynb cpconfig.cpl obecneynmBaeT BO3MOXHOCTb ynpaBfeHus nonb3osatesnem koHdurypaumeii 110 CK3U
Kpuntollpo CSP Bepcun 5.0 KC1, a Takxe cofepXnT BO3MOXHOCTU peructpauuu ycraHosneHHoro 10 u nony4yerus
NONb30BATENIEM LOMOJHATENBHOV MH(OPMaLMN.

6.1.4 Mopynb Wipefile

Mogynb wipefile ncnonbsyerca ans yganenus baiifios BMeCTe C COAEPKMMbIM NPU LITAaTHLIX U HELWITaTHBIX
(cBOnUMpoBaHmMe) cuTyaumsx.

6.1.5 Moaynb KOHTPONSA LENOCTHOCTU B ApaiiBepe

Ons paboTbl ¢ ntobbIM OTNALHMKOM MOAY/Ab KOHTPOAsS LENIOCTHOCTU B ApaiiBepe LOJIKEH ObITb OTKJIHOYEH.
MopsifoK OTK/OYEHNST AaHHOTO MOAY s onucaH B pykosogcTse nporpammucta (CSP 5 0.chm, pasgen ApxutekTtypa
n sctpansatne CK3N).
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@ Mpumeyanne. OTkNOYEHNE MOLYNA KOHTPOAS LENOCTHOCTM B [paiiBepe LOMYCKAETCS TOJILKO B TECTOBOM
pexxume.

6.2 Mopaynn HacTpoiikn nogcuctemsl nporpammioin CO OC Windows

Mogynn npegHasHadeHbl ans obecnedenus ucnonssosaHus MO CK3M Kpuntollpo CSP sepcun 5.0 KC1 8
nogcucteme nporpammuoii CO OC Windows. Mogynu Takxe peannsytoT chopMaThl KpunTorpadhmyecknx coobLeHui,
NCMOJIb3yeMbIX B 3aLLMLLEHHON aiekTpoHHoii noyTte (S/MIME), Microsoft Office, Authenticode n bynkumsix CryptoAPI
2.0, dhopmaTbl cepTudbrkaToB 1 ux obpabotky.

@ Mpumeyvanne. [MonHblii nepedeHb noafepxnBaembix npunoxennii Microsoft npueegeH B AOKymeHTe
MTAKN.00101-01 90 01. OnwncaHue peannsayuu.

Mogynu HacTpolikn knaccuduumpyroTcst Kak nogcucrema nporpammuoii CP n 0TBETCTBEHHBI 32 UCMOJIb30BaHME
kpuntonposaiigepa Kpuntollpo CSP Bepcun 5.0 KC1 co ctopoHbl npunoxeruii. OHu obecneynBatoT BbI3OB CepBUCa
KpUNTOrpachnyecknx yHKLNIA, HO He 0bPabaTbIBAlOT KJIKOHEBYIO U KPMNTOrpadhuyeckn onacHyro mHdopmaumio (He
MMEIOT AOCTYNa K KAtoHYaM U T. M.).

6.2.1 Mopgynb pacwmpenus n Hactpoiiku CryptoAPI 2.0

Mogynb cpext.dll siBAsieTcs 3aperucTpupoBaHHOl B cucteMHoM peectpe Windows pguHamuyeckoi
bubnnoTekoii (DLL) pacwupenus CryptoAPl 2.0 n obecneunsaer:

® YCTaHOBKY COOTBETCTBUSI Mexay uaeHtudunkatopamm obvektos (OID) B kpuntorpadmuecknx coobuyeHnsix
n cepTudpmkaTax oTKpbIThIX Katodeid n dpyHkuusamm Kpuntollpo CSP sepcun 5.0 KC1;

e hbopmMuposaHme n pasbop kpuntorpadpnyecknx coobLieHnii n cepTUNKaTOB OTKPLITLIX KIIOYENA.

6.2.2 Moagynu nHMUMaNN3aLMN HACTPOKN BCTPOEHHOW nogcuctemsl nporpammyoinn Cd
OC Windows

Mogynb nnnuymnanusaummn gns OC Windows peanusosat B Buge gpaiisepa CProCtrl.sys. [lpaiisep obecneunsaet
3arpysKky onpefeneHHbix AuHamudeckux 6ubnvotek (DLL) B agpecHoe mpocTpaHCTBO MpOLLECCOB, WCMOMBb3YHOLMX
CK3W Kpuntollpo CSP sepcun 5.0 KC1.

[onofHUTENBHO 3TOT MOAYNb OCYLLECTBASIET KOHTPONb LenocTHocTh yctaHosaenHoro MO Kpuntollpo CSP
Bepcuu 5.0 KC1 n nogencrembr nporpammuoin CP (nepuogmyecknii n npu 3arpyske OC).

6.2.3 Mopgynb HacTpoiiku ans cuctemHoro DLL crypt32.dll

Mopynb cpcrypt.dll 3arpy>kaeTcsi B BUPTyasibHOE afpecHOe MPOCTPAHCTBO KaXKAOro MpoLecca, K KOTOpoMy
nogrpy>aercs crypt32.dll, ans yCTaHOB/EHUS NMepexBaToOB PyHKUMA, ncnons3ytowmx npoeaiigep Kpuntollpo CSP
Bepcumn 5.0 KC1.

HacTpoiika 3akntouaetrca B pgobasnenun nporpammuoin CP BosMoxkHOCTM 0bpaboTku uaeHTUdUKaTopos
anropnTMoB, peanusyembix kpuntonposaiigepom Kpuntollpo CSP sepcun 5.0 KC1.

6.2.4 Mopynb HacTpoikn gna cuctemHoro DLL inetcomm.dll

Mogyns cpintco.dll 3arpyxaeTcs B BUpTyaJibHOE aApecHOe MPOCTPAHCTBO KaXXAOro npolecca,
ncnosb3ytoulero inetcomm.dll, ANns yCTaHOBAEHMSI NEPEXBATOB PYHKLNIA.
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Hactpolika 3akntovaetcs B MOALEPXKKE HOMOJHUTENbHBIX UAEHTU(PUKATOPOB anrOPUTMOB U BO3MOXXHOCTEN
S/MIME, peanuzsyembix kpuntonposaiigepom Kpuntollpo CSP sepcun 5.0 KC1, npn ncnonssosanum B MO Microsoft
Outlook n Microsoft Outlook Express.

6.2.5 Mopgynb HacTpoiiku gns cuctemHoro DLL certocm.dll

Mogaynb cpcertocm.dll 3arpy>aeTcsi B BUPTyaslbHOE aJjpeCHOE MPOCTPAHCTBO MPOLECCa YCTAaHOBKU LIEHTpa
ceptucpukayum (CA) OC Windows.

Mogynb nO3BONSIET HACTPOUTb LEHTP CepTUPUKaLMM MpyU ero YCTAaHOBKE TaK, 4TODbI MOALEPXXMBANCH
anroputmbl Kpuntollpo CSP sepcun 5.0 KC1.

6.2.6 Mopaynb HacTpoiikn gns cuctemHoro DLL wininet.dll

Mopgynb cpwinet.dll 3arpykaeTcss B BUPTYaJlbHOE afpecHOe MNpOCTPaHCTBO mpouecca Internet
Explorer/Microsoft Edge, ecnu B Hero otobpaxkaetcst wininet.dll.

Mogynb nossonsietT npaBuabHO otobpaxkaTb anroputmsl Kpuntollpo TLS B Internet Explorer/Microsoft Edge.
6.2.7 Mopaynb HacTpoiikun gns cuctemuoro DLL advapi32.dll

Mogyns cpadvai.dll 3arpyxaetcs B BUPTya/JbHOE aApecHOe MPOCTPAHCTBO KaXXAOro npoLecca,
ncnonb3sytowero advapi32.dll, Ans yCTaHOBAEHUS NepPexBaTOB (OYHKLNIA.

Hactpolika 3akniovaetcs B AobaBneHMm BO3MOXKHOCTU  0bpaboTkm  uAeHTMPUKATOPOB  anropuTMOB,
peann3syembix Kpuntonposaiigepom Kpuntollpo CSP Bepcun 5.0 KC1.

6.2.8 Mopaynb HacTpoiikn gna cuctemuoro DLL kerberos.dll

Mogaynb cpkrb.dll 3arpy>kaetcs B BUPTYyaJibHOE afpecHOe NMPOCTPAHCTBO MPOLECCOB, UCMOJIb3YIOWNX MOAYb
kerberos.dll, n obecneqmBaeTt aMynsLMIO NOAAEPKKN KpunTonpoBsaiigepom ctanaapta Triple DES.

6.2.9 Mopgynb HacTpoiikn TLS

Mogyns cpschan.dll 3arpyxaeTcs B BUPTyaJbHOE afpecHOe MNpPOCTpaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnn on ncnonbayer TLS.

Mogynb nossonst ncnonbsosatb anroputmbl «Kpuntollpo TLS» B Internet Explorer/Microsoft Edge.
6.2.10 Mopgynu Hactpoiikn MS Office

Mogynb cpMS0.d11 3arpyxaercs B BUPTyasbHOe agpecHoe npoctpaHcTeo npoueccos MS Word u MS Excell u
MO3BOJISIET MOAMUCHIBATL AOKYMeHTbI ¢ nomoubto anroputmos Kpuntollpo CSP sepcun 5.0 KC1.

Mogynb cpExSec.dll 3arpyxaeTcs B BMpTyasbHOe agpecHoe npocTpaHcTBo npouecca MS Outlook, w
HacTpanBaeT ero s npaeunsHoii pabotel ¢ Kpuntollpo CSP sepcun 5.0 KC1.

6.2.11 Mopynb HacTpoiiku XML

Mogynb cpXML.d11 3arpy>kaeTcsi B BUPTyasbHOE afpeCHOEe MPOCTPaAHCTBO npoueccos, ncnonbsytowmux XML, un
nossosisieT npumMenaTb anroputmbl Kpuntollpo CSP sepcun 5.0 KC1 gns nognucu XML.

6.2.12 Mopaynb HaACTpPOiKN KOHTpPOJJIEpa AOMeHa

Mopyne cpkdc.dll 3arpyxaerca B BUPTyaJibHOE afpecHoe MPOCTPaHCTBO MNPOLLECCOB  [JOMEHHON
ayTeHTUdUKaLMM Ha KOHTPOJIIepe JoMeHa M obecnevynBaeT BO3MOXHOCTbL WCMOJIb30BAHMSI ANt MPOBEPKU MOLMUCK
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anroputmos, peanusyembix Kpuntollpo CSP sepcun 5.0 KC1.

6.3 CK3U Kpuntollpo CSP Bepcun 5.0 KC1

6.3.1 WHTepdeiicHaa bubnnoTeka KpunTonposBaiaepa

NnTepdpelichasi  bubnmoteka cpcsp.dll peanu3yeT CTaHAApPTHbIN  WHTepdpeiic  KpunTonpoBsaiigepa,
cooTeetcTBytowmii cneuncpukaumn Microsoft Cryptographic Service Provider, n obecnedmsaer ganHbiii nHtepdelic
N5t OBbIYHBIX NPUIOXKEHNIA Yepes KpunTorpadudeckuii cepeuc no RPC, unu gns nprnenaernpoBaHHbIX NpuaoXeHui
(nMmetoWwMx NPaBo JOCTYNa K YCTPOWCTBAM HOCUTENENR KITKOHEBOrO KOHTEWHEPA) - HEMOCPEACTBEHHO.

6.3.2 WHTepdeiicHaa bubnmnoTteka KpuntTorpacgpu4eckoro cepsmca

WNuTtepdpeiichas bubnnoteka cpcspr.dll obecnedynBaeT BOSMOXHOCTb 0BpalleHnsi OBbIYHBIX MPUNOXKEHUI K
cepBucy Kpuntorpacuyeckux yHkuunii no npotokony RPC.

6.3.3 Peanusauus kpuntonposaiigepa B popme cepBuca XpaHeHUsi Kto4ei

Mogynb cpcspi.dll peanusyeT uenesble yHKLMM KpunTorpacpmyeckoil 3awutbl nHdOpMaLMm npu
obpawerun no RPC ¢ nokanbHoro komnbtoTepa anst uHtepdeicHoi bubnmotekn kpunTorpadnyeckoro cepeuca.

Moaynb obecneyunsaer:
e xpaHeHue n paboTy C KOHTEKCTOM YPOBHS bubnunoTeku;
e xpaHeHue kpuntorpadryecknx o6 LEKTOR:
— KJIK0YEBbIX Nap (NOCTOSIHHBIX U BPEMEHHBIX);
— OTKPbITbIX K/tOYeli (BpEMEHHBIX);
— KJtOYell ceccuii (BpeMEHHbIX CUMMETPUYHBIX);
— 0bbeKTOB PyHKLUN X3LWMPOBAHNS.
® BbINOJIHEHNE KPUNTOrpadhnyecknx npeobpasosaHuii.

6.3.4 Peanusauyna kpuntonposagepa B popme noarpyxxaembix bubnnorek

NuTepdbeiic cpcspi.dll peanusyeT uenesble OyHKUMU KpunTorpacpuyeckol 3awmTbl nHdopMaumm aas
VnTepdpeiicHoin 6bubnnoTtekn kpuntonposaiigepa (cM. pasg. 6.3.1) B BapuanTe dpyHkuyunonuposanust 1O Kpuntollpo
CSP Bepcun 5.0 KC1 6e3 ncnonbzosanus ViHTtepdeiica kpuntorpadpuyeckoro cepeuca (cm. pasa. 6.3.2).

6.3.5 Peanuzauus kpuntonposaiigepa 8 popme gpaiisepa sgpa OC

NuTepdbelic cpdrvlib.sys peannsyeT NOAMHOXECTBO LeNeBbIX (YHKLUA KpunTorpadhmyeckoi 3alnTol
nHcpopmauun gnsi MutepdpeiicHoii bubnunorekn kpuntonposaiigepa B BapuaHTe pyHkuymoHuposanus MO Kpuntollpo
CSP Bepcum 5.0 KC1 B sagpe OC Windows. [paiisep nopaepxueaet BbiNOSHeHUe QyHKLUA LnMDpoBaHus,
VMNTO3ALNTLI, XILWNPOBAHWS, MPOBEPKU MOLMUCU U BbIPADOTKY KJHOYEA COrnacoBaHuMsi Ha SPeMEpHbLIX KHoYax.
[paiisep He nogaepxmeaet paboTy C NONb30BATENLCKUMIN KIHOHAMM.

6.3.6 WHTtepdeiic goctyna k cdusmyeckomy AJCH n buo4CH

Bubnuorteka cprndm.dll obecneumsaer yHUpuMUUPOBaHHLIA UHTepdeiic goctyna kK cusndeckomy OCH wnnw
BuoCH.
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. Nicnonb3osanne CK3U

6.3.7 WnTepdeiicHblie mogynu OCYH

ObecneunBatoT peanusaunto goctyna K cnegytowmm tunam JCYH:

bio.dll BuoACH

sable.dll  [ACH anektpoHHoro 3amka "Cobonb"
accord.dll [ACYH AMA3 "Akkopg"

crypton.dll ACYHY ANMMA3 "KPUMTOH-3AMOK"
maxim.d1l  ACH ANMMA3 "MAKC/M-M1"

6.3.8 [laHenb ynpasneHus pecypcamun CK3U Kpuntollpo CSP Bepcun 5.0 KC1

Vnpaenenne pecypcamu CK3U Kpuntollpo CSP Bepcun 5.0 KC1 ocyuwectensietcss koMaHaHbIM haiinom

e NULEH3NAMY;
e [1CYH;

6ubnnoTekamm CHNTLIBAHMS KNOYEBON MHopMauny;

napamerpamun CK3U.

cpconfig.cpl 4epes nanens ynpasneHus « Ceoiictea — Kpuntollpo CSP». K ocHoBHbIM cpescTBam ynpasnieHust
pecypcamu CK3W oTHocsATCs cpefcTBa ynpasneHus:

3aKpbITbIMU Kitodamu (katodamu M) n ceptudpukaTamu oTKpbIThIX Ktoueii (katodei nposepku IM);

OnpepeneHne npaBua NoJib30BaHUsS AaHHbLIMU CpeacTBaMu npueoguTcs B fgokymeHte XXTA.00101-01 92 01.

WHcTpykumst no ncnonssosanuto. Windows.

6.3.9 WHTepdeiic gocTyna K KAKOYEBbIM HOCUTENSAM

Bubnnoteka cprdr.dll obecneudmBaeT yHUMLMpPOBaHHbI UHTepdec aocTyna K

3aBNCUMOCTKN OT NUX TUNa.

KNHOYEBLIM HOCUTENAM BHE

6.3.10 WHTepdpeiicHble MOaYAN YCTPOWCTB XpaHEeHUsI KAto4YeBoi nHgopmaumm

MO,EI.yJ'IVI obecne4ynsatoT peannsaunto [OoCTyna K KOHKPETHbIM TUMaM KJHO4YEBbIX HOCUTENE N CYMTbIBATENEIR:

accord.dll cuntbieatens AM/3 "Akkopg"

cloud.dll obnayHbIi TOKeH

crypton.dll cunteieatens AMMA3 "KPUMTOH-3AMOK"
dallas.dll cuntbiBaTens Touch-memory Dallas
ds199x.dll Tabnetkn DS1996, DS1995

emv.dll cmapT-kapta MPCOS EMV/3DES
esmarttoken.dll ESMART Token

esmarttokengost.dll ESMART Token TOCT

fat12.dll nnckosog n anckera 3.5"

infocrypt.dll TokeHbl InfoCrypt
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inpaspot.dll cmaprt-kapta Alioth INPASPOT

jacarta.dll Tokenbl JaCarta

kst.dll cMmapT-kapTbl MorphoKST

mskey.dll cmapT-kapTbl Multisoft MS  Key
novacard.dll cmapT-KkapTbl Novacard

pcsc.dll cumTbiBaTeNnn cmapT-KapT u eToken, nogaepxusatome nHtepdeiic PC/SC
reg.dl CUCTEMHbIVi peecTp

ric.dll cmapT-kaptel PUK u Ockap

rosan.dll cmapT-KapTa Rosan

rutoken.dll CMapT-KapTbl N TOKeHbl PyTokeH

sable.dll CYNTLIBaTENb dNeKTPoHHOro 3amka "Cobonb"
safenet.dll cmapT-KapTbl 1 TokeHbl Gemalto u SafeNet

6.3.11 bBubnuoTeka noaaep>xkKn AOCTYNa K KAKOYEBbIM HOCUTENAM

Bubnuoteka cpsuprt.dll obecneymsaeT peanusauunto obwmx yHKUNA SOCTYNa K pasinyHbIM YCTPOCTBaM
XPaHEHNS KNHOYEBbLIX HOCUTENEN.

6.3.12 Mogyns ASN1

MopnepuBaer pyHKUMM NPeobpa3oBaHNs CTPYKTYP AaHHbLIX B MalUWHHO-HE3AaBUCUMOE NPeLCTaBIIEHME.
6.3.13 Wcnonb3oBaHue kntodeii peectpa Windows

VcTaHOBKa NMpOrpaMMHOro obecneyeHns AOXKHa NMPON3BOANTLCS MOJIb30BATENEM C NMpaBaMu aAMUHUCTPATOpa.
[Mpy aTom nporpaMma ycTaHOBKM TpebyeT JOCTYN K ClEAyOLLMM KitoHaM peecTpa:

e HKEY_LOCAL_MACHINE — nonHblii gocTyn;

e HKEY_CLASSES_ROOT — nonHblid gocTyn.

Mpu ucnonszosanun CK3W Kpuntollpo CSP Bepcum 5.0 KC1 n cospanum kntoyeli nonbsosaTenein bes
ncnonb3osaHusa dpnara CRYPT_LOCALMACHINE TpebyeTcsi 4OCTYN K CAEAYIOLWNM KAtOYaM peecTpa:

e HKEY_LOCAL_MACHINE — 4TeHue, nepe4uciieHne;

e HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS — co3gaHue nogkntoyei, 4TeHwe,
nepeyncieHue;

e HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID — nonubiii goctyn; SID — SID
noNb30BaTens.

Mpu wucnonbzosaHuum CK3W un cosgaHum kntoyeidi ¢ ucnonwvsosanmem cnara CRYPT LOCALMACHINE
JONOJHNTENbHO TpebyeTcst JOCTYN K CNEAYOLNM KI0HaM peecTpa:
e HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings — nonHsblii gocTtyn.

Ons un3amenenus koHcpurypaumn CK3W Kpuntollpo CSP Bepcun 5.0 KC1l ¢ wucnosnb3oBaHuem naHenun
ynpasnenusi (Control Panel), Takxe Tpebyetcs nonublii goctyn K kitouy peectpa HKEY_LOCAL_MACHINE\SOFTWARE\
CryptoPro.
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MpumeyaHue.

1) Mo ymonuyanmo Kpuntollpo CSP Bepcum 5.0 KC1 moxer wucnosnb3osaTe fo 65536 peckpuntopos
kpunTtorpacdmyecknx obbekToB. [nsi yBenmueHumst 3TOro 3HayeHus Heobxogumo pobaBuTb B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Cryptography\CurrentVersion\Parameters) napamertp
@ DWORD, pagHbiit Tpebyemomy 4uncny onucaTeneii, Ho He bonee 1048576.

2) XpaHeHue 3akpbITbix Kitodeit u katodeii nognucy Ha HDD M3BM, USB-dnaw-HakonuTensix n B peectpe
OC Windows ponyckaetcsi Tonbko npu yciosun pacnpoctparenusi Ha HDD, USB-cnaw-HakonuTtenn wuau
Ha [MIBM ¢ HDD TtpeboBanuii no obpalyeHmnio ¢ KIOYEBLIMU HOCUTENSIMU, B TOM YUC/IE M NOC/e YAaneHus
kntoyeii (pasgen 3 XKTHI.00101-01 95 01. Mpasuna nonb3oBaHus).

6.4 Moaynb nogaep>xku ceresoii ayteHTucdpukaumm Kpuntollpo TLS

Mogynb noaaepXkun cetTesoli ayTeHTudmKauuy peanmnsyeTcst B (popme NOArpy»Kaemoin bubnuorekn n peanusyert
nogMHoxecTBo uHTepdpeiica Microsoft SSPI (SSP/AP) (cm. pasgen MSDN). Mogynb obecneunBsaeTt ayTeHTMHHOE
3allMLLEHHOE COoeAUHEHNE MEXAY MoJb30BaTesieM u cepBepom. cpssl.dll, cpsspap.dll — npu ycTaHOBKe MoAayns
ayTeHTUdMKaLMM, NOAAEPKMUBAIOLLErO ayTEHTUUKALUIO B AOMEHE, cpsspcore.dll, ssp.dll — 6e3 BO3MOXHOCTU
LOMEHHO ayTeHTnpMKaumm.

6.4.1 Wuunumnanusauna bubnmnorekn SSPI
MNpoussoauTcst 3arpyska bubnnotekmn Secur32.dll.

C nomowpbio  dyHkunn  GetProcAddress nonyuaetrca ykasatens Ha dyHkumo  InitSecuritylnterfaceA
(InitSecuritylnterfaceW B cnyyae komnunsiumm ¢ Unicode).

Bbisosom  dpyHkuumn InitSecuritylnterfaceA  (InitSecuritylnterfaceW B cnyvae komnunsiumm ¢ Unicode)
nony4vaercs Tabnuua dyrkumii SSPI.

BmecTo ncnonb3sosatus GetProcAddress, moxHo nogkntounte bubnnoteky umnopta secur32.lib (Bxogut 8 MS
Platform SDK)

3anonusietcst ctpyktypa SCHANNEL CRED. Monst 370l CTPYKTYpbl AO/IXKHBI ObITh HYJIEBBIMU, KPOME!

e SchannelCred.dwVersion = SCHANNEL CRED VERSION;

e SchannelCred.dwFlags = SCH CRED NO_ DEFAULT CREDS | SCH CRED MANUAL CRED
VALIDATION;

ﬂ'ﬂﬂ cepBepa N HE AHOHUMHOIO KJINEHTA 3aMOJIHAKTCA TaKXXE NosiA:

e SchannelCred.cCreds = 1;
e SchannelCred.paCred = &pCertContext.

@ Mpumeyanune. Kontekct ceptudpukaTa pCertContext fokeH CoaepXKaTb CCbIIKY Ha 3aKPbITbIf KJIHOY.

MpoussoguTtcs BbI3oB hyHkunmu cosganusi Credentials: AcquireCredentialsHandle ¢ nepegauveii eli cTpykTypbl
SCHANNEL CRED wn umenn naketa - UNISP_ NAME («Microsoft Unified Security Protocol Providers ).

NHnumnanusaums coegnHeHns kKnmeHToM npomseoanTcs BoizoBoM InitializeSecurityContext 6e3 BxogHoro bydepa
n cepeepoM — BbizoBoM AcceptSecurityContext, nocne yero nget obbiunblii uukn Handshake.

Mocne YCTAHOBNIEHUA COEANHEHNA, HO OO Ha4dana nepefaqun AaHHbIX, NPUNOKEHNE [OJIXKHO BbIMOJIHUTL NPOBEPKY
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NnapameTpoB COEAVNHEHUS N CEPTUUKATA YOANEHHON CTOPOHBI.

Onsa nonyyeHus cepTudmMkata ymaneHHOR CTOPOHbl Bbi3biBaeTcs yHkuma QueryContextAttributes ¢
aprymeHtom SECPKG ATTR REMOTE CERT CONTEXT.

[nsa noctpoeHunsi yenoyku ceptucbukatoB pekomeHgyetcs ucnosbsosavme yrkuum CertGetCertificateChain,
onucannyto B MSDN/Platform SDK/Security, (¢ cdpnaramm nposepku, COOTBETCTBYIOLMMU BbIODPaHHOMY YPOBHIO
besonacHocTn. Pekomengyetcs wncnonbsosate dnar CERT CHAIN CACHE END CERT | CERT_CHAIN
REVOCATION CHECK CHAIN.

Llenouka ceptudpmkatos npoeepsietcst cyHkuueii CertVerifyCertificateChainPolicy, onucanHoii Tam e, ¢
aprymeHtom pszPolicy, pasubim OIDCERT CHAIN POLICY SSL, w aprymentom pPolicyPara, 3anosnHeHHbIm
cregyrowuM obpasom:

o ZeroMemory(&polHttps, sizeof(HTTPSPolicyCallbackData));
polHttps.cbStruct = sizeof(HT TPSPolicyCallbackData);
polHttps.dwAuthType = AUTHTYPE SERVER,;
polHttps.fdwChecks = 0;
polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));

PolicyPara.cbSize = sizeof(PolicyPara);
PolicyPara.pvExtraPolicyPara = &polHttps

Heobxognmo, 4tobbl gns kaxkgoro ceptudpmkata B uenodke pCertContext — pCertinfo — SubjectPublickeylnfo
— Algoritm — pszObjld pszObjld 3akanunsanace Ha szOID GR3410.

BbizbiBaetcsi  doyHkumsi QueryContextAttributes ¢ aprymentom ulAttribute, pasHbim SECPKG _ATTR
CONNECTION _INFO, pnsi nony4eHus napaMeTpoB COEAVHEHNS U UX MPOBEPKM HA BbINOJHEHNE YCIOBWIA:

e ConnectionInfo.dwProtocol == SP_ PROT _TLS1 CLIENT,;

e ConnectionInfo.aiCipher == CALG (G28147, Connectioninfo.aiHash == CALG GR3411;

e aiExch=CALG_DH EX EPHEM wnan CALG_DH_ EX SF;

LLIncdbposarme/paclundpoBaHne peanusyercsi ¢ nomowbto dyHkumii EncryptMessage()/DecryptMessage().

Mpumevanune. JomxkHa 6biTb obecnedyeHa koppekTHast obpaboTka kogos Bo3spaTa dyHkumin SSPI. Mpu sTom

CIeAyeT y4nTbIBaThb, 4TO TpebyeTcs pasHas 0bpaboTka B 3aBUCMMOCTMN OT TOrO, SIBJSIETCS KOG, BO3BPaTa KOLOM
@ YCMELIHOro BbIMOJSHEHUSI (PYHKLMM, KOAOM He haTanbHOi owmbku, He Tpebytollell paspbiBa COEAUMHEHUS,
unmn Kopom dpatanbHoi ownbku, Tpebyroweli paspbiea coeanHeHusi. Bce HeobpabaTeiBaeMmble koAbl BO3BpaTa
OLWMNOOK JOJIXKHBI MPUBOANTL K Pa3pbiBY COEAUHEHNS.

KoppekTHoe 3aBepLueHune ceccum ocywiectensietcs BoizosoM cpyHkumm ApplyControl Token.

TpebosaHus besonacHocTu:
1) MpumeHeHne MoAynsi MOALEPXKKM CETEBOW ayTeHTUUKALMN AOMYCKAETCS TONLKO MPU UCMOJIb30BaHNN
OTKPbITbIX KJIKOYER CepBepa M KANEHTA, CEPTUDNLNPOBAHHBLIX LOBEPEHHBIM LEEHTPOM CEPTUUKALMN.
2) MpunoxeHnem [OKHbI 0becneHnBaTbLCs:
e npoeepka ceptudmkatos B coobuiernusx Certificate n CertVerify;
e npoeepka 12 6aliT B coobwenusix Finished knuenTa u cepeepa, SBASIOWUXCS MMUTOBCTABKaMu K
nHdOPMaLMM BCErO AManora KJANeHT-CEpBEP B MPOLLECCE YCTAHOBIEHNST CECCUU;
® KOHTPOJIb COOTBETCTBUS UMeHU kameHTa (cepeepa) IP-agpecy, no koTopomy ycTaHoBneHa ceccusi.
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7 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenunsi besonacHoctn skcryatauun CK3W B obbeme pasgena 5 pgokymenta MTHAK.00101-01 91 01.
PykoBogcTeo agmuHuctpatopa besonacHoctu. Obwas 4yacte u pasgena 5 XTAK.00101-01 95 01. lpaeuna
NoJIb30BaHUS.

Ona OC Windows pononHuTenbHO AOJIXKeH OblTb peannsoBaH CAeLYHOWNA KOMMJIEKC OPraHn3aunoHHO-
TexHn4ecknx mep 3awuTel oT HC:

1) B cucreme pernctpupyetcs oguH nonb3oBaTenb, obnajatowmii  mpaBamMu  afMUHUCTPATOpa, Ha
KOTOpOro Bo3naraetcs obsizanHocTb koHdurypuposaTs OC Windows, Hactpaueats 6esonacHocts OC, a Takxe
kKoHdurypuposatb [19BM, Ha koTopyto yctaHosneHa OC Windows.

2) [ns agMuHucTpaTopa BbIOMPAETCst HAAEXHBIA Maposib BXOAA B CUCTEMY, YAOBJETBOPSIOLWNA CEAYIOLUM
TpeboBaHUAM: ANMHA Napoasi He MeHee 8 CUMBOJIOB, CPEAM CUMBOJIOB Maposisi BCTPEYAOTCS 3arfaBHbIE CUMBOJIbI,
MPONNCHbLIE CUMBOJIbI, LNUPbI U CNELUanbHblE CUMBOJIbI, CPOK CMEHbI MapoJisi HE pexe OLHOro pasa B 6 Mecsues,
[OOCTYN K Naposito AoJKeH bbiTh obecneyeH ToNbKO MoJib30BaTENO, ObajatowemMy npagaMu agMUHUCTPATOpa.

3) Bcem nonb3osatensim, 3apeructpuposantbim B OC Windows, agMuHUCTpaTop B COOTBETCTBUN C MOJANTUKON
6e30nacHOCTU, NPUHATONR B OpraHM3aunmn, 4aeT MUHUMaNbHO BO3MOXHbIE /151 HOpMasibHOl paboTel npasa. Kaxkapili
nonbsosatens OC Windows, He siBAsitolmiica agMUHUCTPAaTOPOM, MOXET NPOCMaTpUBaTb U PefakTUPOBaTb TOJIbKO
CBOW YCTaHOBKM B paMKax MpaB JOCTyna, Ha3Ha4YeHHbIX EMY agMUHUCTPATOPOM.

4) Ha komnbtoTepe yctavaBnusaetcs Tonbko ogHa OC Windows (B ciiydae uncnosnb3oBaHusi BUPTYasbHON
NHPACTPYKTYPbl  [OMYCKAETCS YCTaHOBKA OLHOM XOCTOBOW M HeorpaHmdeHHoro umcna roctesbix OC). He
NCMONb3YIOTCS HECTaHAapTHble, M3MeHeHHble unn otnagoydsbie Bepcun OC Windows (Hanpumep, Debug/Checked
Build). Ha Bcex HDD pomxHa bbiTb ycTaHoneHa daiinosasi cuctema NTFS.

5) MNpaBa poctyna k katanoram %Systemroot%\System32\Config, %Systemroot%\System32\SPOOL,
%Systemroot’\Repair,%Systemroot%\COOKIES, %Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot
\SENDTO, %Systemroot\PROFILES, %Systemroot’\OCCASHE, \TEMP, a Takxe chaiiniam boot.ini, autoexec.bat,
config.sys, ntdetect.com n ntldr AO/KHbI ObITb YCTaHOBJ/IEHbl B COOTBETCTBUU C MOJINTUKONA 6e3onacHocTy,
NPUHATON B OpraHu3auuu.

6) [omKHbl BbITb yCTaHOB/IEHBI OrPaHNUYEHNS HA JOCTYN NOJb30BaTENEN K CUCTEMHOMY PEECTPY B COOTBETCTBMUM
C NPUHATON B OpraHuM3auuy nonuTukoi besonacHoctu, yto peanusyercs npu nomowwm ACL wnau yctaHoBkoii npas
poctyna npu Hanudum NTFS.

7) [JomkHa BbITb UCKNIOYEHA BOBMOXXHOCTb YAAJIEHHOTO PEAAKTUPOBAHUSI CUCTEMHOTO PEecTpa.

8) [HonxHa bbiTb nposegeHa ycranoska SECURITY ATTRIBUTES npouecco n noTokoB B COOTBETCTBUM C
TpeboBaHuAMN BE30NaCHOCTY BCE CUCTEMBI B LIESIOM.

9) Ecim HeT HeobxogumocTn, He crepyeT wucnonb3oBaTb npotokon SMB. B cnyyae HeobxogmmocTtu
ncnonb3oBaHust npotokona SMB napamerpsl EnableSecuritySignature (REG_DWORD) un RequareSecuritySignature
(REG_DWORD) B kntoye HKLM\System\CurrentControlSet\Services\LanManServer\Parametrs [OJIKHbI
ObITb yCTaHOB/EHbI CO 3HAaYeHNAMN < 1».

10) V rpynnsl Everyone fomkHbl BbiTb yaaneHsl BCe NpUBMAETUAN.
11) HonxeH BbITb nepemmeHoBaH nosib3osaTtens Administrator.
12) [onxHa bbITb OTKIIIOHEHA yHeTHas 3anuck Asi rocteBoro Bxoga (Guest).

13) [omkHo ObiTb WCKAOYEHO UCMOMBL30BaHME pPeXMMa aBTOMATMYECKOrO BXO4A MOJb30BaTeNs B
ONepaLMoHHYIO CUCTEMY MPU ee 3arpyske.

14) [osnxHO bbITb OrpaHNYeHO C y4eTOM BbIDpaHHONM B OpraHU3auum nosanTukn BE30NacHOCTH UCNOb30BaHNE
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nonb3oBatensimm cepeuca Scheduler.
15) HonxeH 6biTb oTkatoder cepeuc DCOM.
16) [osxHbl BbITb OTK/IIOHEHBI CETEBLIE MPOTOKOJIbI, HE UCMOJIb3YeMble Ha AaHHol [19BM.

17) B cnyyae nogkntoderusi NMIBM c ycranonennbim CK3U k obuiefocTynHbIM ceTsiM nepepayn LaHHbIX
OOJKHO ObITb uMckatodeHo ucnonbsosaHue JavaScript, VBScript, ActiveX u ppyrux nporpaMMHbix OOBEKTOB,
3arpy)xaembix u3 cetun, bes npoBeaeHNst COOTBETCTBYIOLWIMX NMPOBEPOK HA NPEAMET COAEPXKAHUSI B HUX NPOrpaMMHbIX
3akaagok u BpegoHocHoro 0.

18) [omkHa bbITb MCKAOHEHA BO3MOXHOCTb CETEBOrO aAMUHWUCTPUPOBAHWSI AJ1s BCEX, BKOYast rpynmy
Administrators.

19) [osxeH ObITb 3aKpbIT AOCTYN KO BCEM HE UCMOJIb3YEMbIM MOPTaM.

20) HosxHbl BKAOYaTbCA PUABLTPLI Naposeidl, ycTaHaBiAMBaeMble BMecTe C naketamu obrosnewmnii OC
Windows.

21) [dosxkHbl BbITb UCK/IKOYEHBI UCMOMHEHUE M OTKPbITUE (DaliioB, MONYYEHHBIX U3 ODLLEAOCTYMHLIX CETENA
nepeaayYn faHHbix, 6e3 NpoBeAeHUst COOTBETCTBYIOLMX MPOBEPOK HA MPEAMET COLEPXaHUS B HUX MPOrpaMMHbIX
3aknagok n spegoHocHoro 0.

22) [omxHbl bbITh yaaneHsl Bce obwme pecypesl Ha [MIBM ¢ ycranosnenHsim CK3W Kpuntollpo CSP Bepcun
5.0 KC1 (B Tom umcne u cospasaemble no ymondanuto npu ycraHoske OC Windows), koTopble He Mcnonb3ytoTcs.
MpaBa gocTyna K NCnosib3yeMbiM 0bLMM pecypcamM A0/KHbI ObiTh 3aaHbl B COOTBETCTBUM C NMOJMTUKOI BesonacHocTy
NPUHATON B OpraHu3auuu.

23) Mocne ycTaHOBKM OMepaLMOHHON CUCTeMbI M3 KaTanora %Systemroot’%\System32\Config fosxkeH ObITb
yaaneH dpaiin sam.sav.

24) [omxHbl NCnonb3oBaThCs Haubosnee 3alyMLieHHblE NPOTOKOAbLI ayTeHTUdUKaumn, peanusosaHHble B8 OC
Windows, ecnu dpyHkumorunposanne CK3 He npegycmaTpuBaeT npumeHeHne apyrux npoTOKOJIOB.

25) Mo BO3MOXXHOCTU CliefyeT NMPUMEHSTL CaMble CuibHble WabnoHsl besonacHocTn (Templates).
26) [omkHa BbITb paspaboTaHa cncTeMa Ha3HAYEHUS! U CMEHbI MaAPOJIEil.
27) [omkHo ObITb 3aMnpeLLeHo NCnosib30BaHNE PYHKLMN PE3EPBHOMO KOMMPOBAHMS MapoJeil.

28) [omkHbl ObITb OTK/IOYEHBI PeEXWUMbl OTODpaXkeHWsi OKHAa BCEX 3aperncTpupoBaHHbix Ha [19BM
nosib3oBaTeseli U BLICTPOro NEPEKNOYEHNS NOAb30BaTENENA.

29) [HosxHa BbiTb OTKIIOYEHA BO3MOXHOCTb YAaseHHOro agmuHuctpuposavus [19BM ¢ ycraHoBaeHHbIM
CK3W Kpuntollpo CSP Bepcun 5.0 KC1.

30) [oskHO bbITb OrpaHNYEHO KOAMYECTBO HEYAAYHbIX MOMbITOK BXO4A B CUCTEMY, B COOTBETCTBUE C NOJANTUKONA
BesonacHocTn (Ho He bonee 10), npuHsiTOii B opraHmsaumn. PekomeHgyercs B70KMpoBaTb CUCTEMY MOC/TE Tpex
HeyAaYHbIX MOMbITOK.

31) [omkHa ncnonb3oBaTbCs CUCTEMA ayauTa B COOTBETCTBUAM C MOANTUKOW 6e30MmacHOCTW, MpUHSATONR B
OpraHM3aumnm, N OPraHM30BaH PerynsipHblii aHaN3 pe3yNbTaToB ayauTa.

32) [omkeH npoBOAUTLCS PEryfisipHbIli MPOCMOTP CcoobuwieHnii B KypHane cobbituii Event viewer ¢
NepMoaNYHOCTLIO He pexke 1 pasa B Hegento.

33) OC Windows pgomkHa bbITb HacTpoeHa Ha 3aBeplueHne paboTbl NPy MEPENOHEHNI XKypHaIa ayAnTa.

34) [omxHa bbITb obecnedvera HeBo3MoxxHOCTb Mogudmkaumm OC Windows Hepes obLyefocTynHble KaHabl
nepepaun gavbix (Windows Update, Remote Assistance...).

35) MNocne unctannsumm OC Windows pomkeH BbiTh ycTaHoBReH nocneaHuii opuumanshblii Service Pack ot
cdupmel Microsoft, cywecteytowmii Ha momeHT yctanoskn OC Windows.
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36) [oskHbl NCMOIb30BaTLCA NOAMUCAHHBIE ApaiiBepbI.

37) Ha Bce pupektopumn, cogepxaiwme cuctemusle caiinbl Windows u nporpammbl u3 komniekta CK3WU,
[OJ/DKHBI ObITh YCTaHOB/EHbI NMpaBa AOCTYNA, 3aNpeLyatoLlne 3annuch BCEM MOJb30BaTENsIM, KpoMe AAMUHUCTPATOpa
(Administrator), Cosgatensi/Bnagensua (Creator/Owner) n Cucremsi (System).

38) [omkHa ObITb MCKIOHEHA BO3MOXKHOCTbL CO3AaHNsI aBapUiHOTO faMma OnepaTUBHOM NMaMsiTh, Tak Kak OH
MOXET COofepXKaTb KPUNTOrpadpmyeckyt OnacHyro MHGOPMaLmo.

7.1 Hacrtpoinka cucremHoro peectpa OC Windows npu ycraHoBke
CK3u

Ha NM3BM ¢ OC Windows npun ycraHoske CK3 Heobxogumo npoBecTn HacTpoliKy CUCTEMHOrO peecTpa:

e B kntodye HKLM\System\CurrentControlSet\Control\LSA yctaHoBuTb napameTp RestrictAnonymous
(REG_DWORD) co 3HauveHnem «1l» Ans uckntodeHnst [JOCTyna aHoHUMHoro nonbsosatens (null-session) k cnncky
pa3fgensieMblX PECYpPCOB, a TakXKe AJ151 UCKIIOYEHNS AOCTYNa K COAEP>XXMMOMY CUCTEMHOMO PeecTpa;

® [/11 UCKIOYEHUSI YTeYKNn MHQOPMauMU npy nepefade [aHHbIX MO MMeHOBaHHOMY KaHasy \\server\
PIPE\SPOOLSS yganutb uma SPOOLSS un3 kntoya HKLM\System\CurrentControlSet\Services\LanManServer\
Parameters\NullSessionPipes;

e B kntoye  HKLM\System\CurrentControlSet\Services\LanManServer\Parameters yCTaHOBWTb
napametpbl AutoShareWks n AutoShareServer, nmetowme tun REG__DWORD, co 3nauveHnem «0» ansi 3anpeta
aBTOMATUHECKOrO CO3LaHNsI CKPbITbIX COBMECTHbIX PECYPCOB;

e B knode HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon yCTaHOBWTbL NapameTp
CashedLogonCount (REG_DWORD) co 3HaueHnem 0 fJjisi OTK/IIOHEHNS KILIMPOBAHMS Naposieli NOCNefHNX LECSTH
nonb3oBaTeseli, BOWEALWNX B CUCTEMY;

e B kntode HKLM\System\CurrentControlSet\Services\Eventlog\<LogName> (LogName — umsi xypHana
AN KOTOPOro  CliefyeT OrpaHM4MTb  AOCTyn nosib3oBatensiM  rpynnsi  Everyone) yctaHoBuTb napametp
RestrictGuestAccess (REG_ DWORD) co 3Hauenunem «1» s uckitoueHnsi gocryna rpynnel Everyone k cuctemuomy
XKYPHaNy 1 XKypHany NpuaoXeHuii;

e B kitode HKLM\System\CurrentControlSet\Control\SessionManager\MemoryManagment ycTaHOBUTb
napametp ClearPageFileAtShutDown (REG DWORD) co 3HaueHnem «1» ansi BKAOYEHWS MEXaHW3Ma 3aTMPaHMs
chalina nogkayku nNpm nepesarpyske;

e B kytoye HKLM\System\CurrentControlSet\Control\SecurePipeServers ycTaHOBUTb B COOTBETCTBUN C
NosIMTNKOI De30NacHOCTM NPUHSTOR B OpraHN3aLMn paspelleHns Ha AOCTYN K NapameTpy winreg Ansi OrpaHn4eHus
YAANIEHHOrO AO0CTYNa K PeecTpy;

e B kntode HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon yCTaHOBWTb napameTp
AllocateFloppies (REG_SZ) co 3HaueHnem «1» Anst UCKAIOHEHMSI MAPASIENbHOTO UCMOb30BAHNS ANCKOBOAA AJS
rMBKUX ONCKOB;

e B «kntode HKLM\System\CurrentControlSet\Control\Lsa ycraHoBuTb napameTp AuditBaseObjects
(REG_DWORD) co 3HaueHnem «1y» ansi BKIOHEHUS ayanTa Ha DasoBble ODBEKTLI CUCTEMBI;

e B kitode HKLM\System\CurrentControlSet\Control\Lsa yctanoeutb napametp FullPrivilegeAuditing
(REG_BINARY) co 3HaueHunem «1» A BKAOYEHUS ayauTa npusuernii;

® [JIsl UCKIOYEHNA nepefadvn Naposisi Nosib3oBaTeslell Mo CEeTW B OTKpbITOM Buae B katode HKLM\SYSTEM\
CurrentControlSet\Services\MRxSmb\Parameters ycraHosute napameTtp EnablePlainTextPassword (REG
DWORD) co 3HaueHnem «0>.
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8 TpeboBaHusi No kKpunTorpacdpmnyeckoi 3awmTe

JomkHbl BbINOAHATLECA TpeboBaHus no kpuntorpaduyeckoii 3awmTe pasgena 6 gokymenta XXKTA.00101-01
91 01. PykoBoacTteo agmuHucTpatopa besonacHoctu. Obuwas yacte B yacTu, Kacatouweiica OC Windows.

KOHTpOJ’]eM LENOCTHOCTU OOJIXKHDbI BbITb OXBayeHbI cnegytoune d)aﬁﬂbli
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\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Common
Files\Crypto
Files\Crypto

Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Pro\CSP\cpdrvlib.sys

Files\Crypto Pro\AppCompat\cpenroll.dll
Files\Crypto Pro\Shared\cpext.dll
Files\Crypto Pro\AppCompat\cpintco.dll
Files\Crypto Pro\AppCompat\cpkrb.dll
Pro\CSP\cpksp.sys

Files\Crypto Pro\AppCompat\cpmail.dll
Files\Crypto Pro\AppCompat\cpoutlm.dll
Files\Crypto Pro\AppCompat\cprastls.dll
Pro\CSP\cprdr.dll

Pro\CSP\cprndm.d1l

Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\Windows\system32\cpssl.dll
\Program Files\Common Files\Crypto Pro\AppCompat\cpsslsdk.dll
\Windows\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll

Pro\CSP\cpui.dll

Pro\CSP\cpverify.exe

Files\Crypto Pro\AppCompat\cpwinet.dll
Files\Crypto Pro\AppCompat\cpxml5.dll
Pro\CSP\csptest.exe
Pro\CSP\crypton.dll
Pro\CSP\dallas.dll

Pro\CSP\ds199x.d11

Pro\CSP\dsrf.dll

Pro\CSP\emv.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common

Pro\CSP\esmarttoken.dll
Pro\CSP\etok.d1l
Pro\CSP\fat12.d11
Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.d1l
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.d11l
Pro\CSP\sable.dll
Pro\CSP\snet.d1l
Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe
Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.d11l
\Windows\system32\rastls.dll
\Windows\system32\wininet.d1l
\Windows\system32\msi.dll
\Windows\system32\crypt32.d1ll
\Windows\system32\schannel.dll
\Windows\system32\kerberos.dl1l
\Windows\system32\certenroll.dll
\Windows\system32\cryptsp.dllx
\Windows\system32\sspicli.dll*

* Ons OC Windows Server 2008 nog KOHTposieM LLeOCTHOCTI BMECTO bubnnoTek cryptsp.dll n sspicli.dll
HaxogsATcs brnbnnotekn \Windows\system32\advapi32.dll un \Windows\system32\secur32.d11.

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files

(x86) \Common
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Common
(x86) \Common
(x86) \Common
(x86) \Common
(x86) \Common
(x86) \Crypto
(x86) \Crypto
(x86) \Common
(x86) \Common
(x86) \Common
(x86) \Common

Windows 64-bit

Files\Crypto Pro\AppCompat\detoured.dll
Pro\CSP\accord.d1l

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

Files\Crypto Pro\AppCompat\cpExSec.dll
Files\Crypto Pro\AppCompat\cpMS0.d1ll
Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll
Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Files\Crypto Pro\Shared\cpext.dll
Files\Crypto Pro\AppCompat\cpintco.dll
Files\Crypto Pro\AppCompat\cpkrb.dll
Files\Crypto Pro\AppCompat\cpmail.dll
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\Program Files (x86)\Common
\Program Files (x86)\Common
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Common
\Program Files (x86)\Common
\WINDOWS\SysWOW64\cpssl.dll
\Program Files (x86)\Common

Files\Crypto Pro\AppCompat\cpoutlm.dll
Files\Crypto Pro\AppCompat\cprastls.dll
Pro\CSP\cprdr.dll
Pro\CSP\cprndm.dll
Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

Files\Crypto Pro\AppCompat\cpsslsdk.dll

\WINDOWS\SysWOW64\cpsspap.dll

\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Common
\Program Files (x86)\Common
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto
\Program Files (x86)\Crypto

Pro\CSP\cpsuprt.dll
Pro\CSP\cpui.dll
Pro\CSP\cpverify.exe
Files\Crypto Pro\AppCompat\cpwinet.dll
Files\Crypto Pro\AppCompat\cpxml5.dll
Pro\CSP\csptest.exe
Pro\CSP\crypton.dll
Pro\CSP\dallas.dll
Pro\CSP\ds199x.d11
Pro\CSP\dsrf.d1l
Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.d11l
Pro\CSP\fat12.d11
Pro\CSP\genkpim. exe
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.d1l
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.d1l
Pro\CSP\rtSupCP.d11l
Pro\CSP\sable.dll
Pro\CSP\snet.d1l
Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

\Program Files\Common Files\Crypto Pro\AppCompat\detoured.dll
\Program Files\Common Files\Crypto Pro\AppCompat\CProCtrl.sys

\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\accord.d1ll
Pro\CSP\apmdz.d11l
Pro\CSP\bio.dll
Pro\CSP\crypton.dll

\WINDOWS\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Crypto

Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll
Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Pro\CSP\cpcspi.dll
Pro\CSP\cpdrvlib.sys

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\Shared\cpext.dll
Pro\AppCompat\cpintco.dll
Pro\AppCompat\cpkrb.dll
Pro\AppCompat\cpmail.dll
Pro\AppCompat\cpoutlm.dll
Pro\AppCompat\cprastls.dll

Pro\CSP\cprdr.dll
Pro\CSP\cprndm.dll

Files\Crypto
Files\Crypto

\WINDOWS\system32\cpssl.dll
Pro\CSP\cpsuprt.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll

Pro\CSP\cpui.

Files\Crypto

Pro\AppCompat\cpschan.dll
Pro\AppCompat\cpsecur.dll

dll
Pro\AppCompat\cpwinet.dll

Pro\CSP\csptest.exe
Pro\CSP\dallas.dll
Pro\CSP\ds199x.d11

Pro\CSP\dsrf.

dll

Pro\CSP\emv.d11l
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.d1l
Pro\CSP\fat12.d11l
Pro\CSP\inpaspot.dll

Pro\CSP\isbc.

dll

Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll

Pro\CSP\pcsc.

dll

Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.d1ll
Pro\CSP\sable.d1l

Pro\CSP\snet.

dll

Pro\CSP\certmgr.exe
Pro\CSP\esmarttokengost.dll

Files\Common Files\Crypto Pro\AppCompat\detoured.dll
\Windows\system32\inetcomm.d1l1l
\Windows\SysWOW64\inetcomm.d11l
\Windows\system32\rastls.dll
\Windows\SysWOW64\rastls.dll

\Windows\system32\wininet.
\Windows\SysWOW64\wininet.

\Windows\system32\msi.dll
\Windows\SysWOW64\msi.d1l

\Windows\system32\crypt32.
\Windows\SysWOW64\crypt32.

dll
dll

dll
dll

\Windows\system32\schannel.dll
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\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dl1l
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dllx
\Windows\SysWOW64\cryptsp.dll*
\Windows\system32\sspicli.d1llx
\Windows\SysWOW64\sspicli.dll*

* IOna OC Windows Server 2008 nog KOHTpoNieM UENOCTHOCTM BMeCTo b6ubnmoTtek cryptsp.dll w
sspicli.dll HaxogaTcs bubnmoteku \Windows\system32\advapi32.dll, \Windows\SysWOW64\advapi32.dll,
\Windows\system32\secur32.d1l1, \Windows\SysWOW64\secur32.d11.

B cnyyae HapyweHusi LeNOCTHOCTM faHHbIX bMbinoTek B pesynbTaTe OOHOBEHMSI OMEPALMOHHON CUCTEMBI
Heobxognmo obpaTuTees k paspaborunky CK3W 3a pazbsiCHEHUSIMU O BO3MOXXHOCTU MPOLOJIXKEHUS UCTOIb30BAHMS
CK3W Ha paHHOl cucteme.
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[NMpnnoxxeHue A
Cny>x06bl cepTudukaumm onepaymnoHHoin cuctembol Windows

Beanyuwine MupoBble Npou3BOAUTENN CUCTEMHOrO M MPUKIAAHOMO MNPOrpaMMHOro obecrnedeHnst aKTUBHO
WHTErpUPYIOT pELIeHnsi, OCHOBaHHble Ha VIHdpacTpykType OTKpbITBIX K/KOYeli B OMEPaLUOHHLIE CUCTEMbI 1
NpuaoXKeHUs. JApkuM npumepom siBasieTcs onepaumnoHHas cuctema Windows, nonHocTeto nogaepxusatowas NOK.

B onepaumonHoii cucteme Microsoft Windows B nonHom obbeme peannzosaHa VHdpacTpykTypa oTKpbITbIX
KJItOYeli. DTa MHPPaCTPyKTypa npeacTaBasieT coboli MHTerpnpoBaHHbIi Habop ciyxb 1 cpeacTs afMUHUCTPUPOBAHMS
A1 CO34aHUSI N Pa3BEPTLIBAHNA NPUNOXKEHUN, NPUMEHSIOLNX KPUNTOrpaduio C OTKPLITHIMU KAOYaMU, a TakxKe A/1s
YNpaB/ieHnsi UMu.

NudbpacTpykTypa OTKpBITBIX K/tOYER npeanosaraeT WepapXUYeckytd MOfeNb MOCTPOEHUS  LIEHTPOB
ceptudpmkaumm. Takas mogens obecnednsaeT MaclwTabupyemocTb, yaobcTBO aAMUHUCTPUPOBAHUSA 1 COrNAacOBAHHOCTb
C pacTyWUM YUCAOM NPOAYKTOB U LeHTpoB cepTudukaumu. MpocTeiiwas dopma nepapxmm coCTONT U3 OAHOrO LEHTpa
cepTudpmkaumm, a B oblueM cayyae — 3 MHOXKECTBA C IBHO ONPEAEIeHHbIMN OTHOLIEHUSIMU POAUTENbCKUT-A0YEPHNIA.

NudpacTpykTypa OTKpbITbIX K/IOYER, peanm3oBaHHas B onepauumoHHol cucteme Microsoft Windows,
MOJIHOCTBIO MOAAEPKMBAET 1 MO3BOJISIET CO34aTh NEPAPXMYECKYIO MOAENb LEHTPOB cepTudukaumn (cm. puc. 6).

Intermediate CA Issuing CA

g lag!

Issuing CA Root CA
Sub CAZ
Sub CA 2
— User
Issuing CA ——h® N
= N — | IZI
=§_§ Py I—ﬁ_—_\_‘ﬁ-——» )

PucyHok 6. Mogens noctpoeHus ueHTpoB cepTudbmkaumu
B coctas cnyxb ceptudukauum onepauuontoii cuctemsl Windows exoaaT cnegytolime cayxbbl 1 KOMAOHEHTBI.
Cepsuc ceptudmkauum

Cepsuc ceptudpmkauum npegocTaBasieT Habop cnyxb [ns BbiNycKa, YMNpaBieHUst U UCMNOJb30BaHUS
CepTNNKATOB OTKPLITLIX KIOYER B 3alUULLEHHBIX TEXHOMOMMSIX M npunoxeHusx, ucnonssytowmnx VOK. Cepeuc
cepTudnKaLmm BbINOJHAET OCHOBHYIO POJib B YNpaB/eHny 6e30MacHOCTLIO TEXHOMOTNIA N NPUIOXKEHNIA n obecneynsaeT
MPOLECC AOCTOBEPHOrO 1 KOHpMAEHLMANLHOro obMeHa nHdopmaunei.
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KoHconb ueHTpa ceptudmkaumm

KoHconb LeHTpa cepTudpmkauum sensietcss pabo4mm mMecToM agMuHUCTpaTopa 6e30nacHOCTU, NO3BONSIOLLNM
yNpaBnsiTe CepTUprKaTamMn OTKPLITbIX Kitodel (cM. puc. 7).

{& Certification Authority
J fckion  Wiew |J¢' -P|||@
Tree I Request ID | Requester Mame | Binary Certificate | Serial Mumber | Certificate EFfe = |
[ Certification Authority (Local) Ezs04 T e — BEGIN CERTL.. 3efa2cidion.. 17.04,2002 18
215 P C5P Test Ch Elzsos WWWAILSR P ees BEGIN CERTL.. 4lefcadalln... 18.04.2002 7:f
~-[10 Revoked Certificates Ezs0e WAATUSR_FW e BEGIN CERTI... 429c6fd3000...  18.04.2002 11
24 Issued Certificates Eezso7 AT (- BT — BEGIN CERTL.. 429dS4f2000... 18.04.2002 11
(1 Pending Requests Ezs0s WAWWATUSR_FW - EEGIN CERTI... 42dcdd45000...  18.04.2002 12
[ Failed Requests Elzsoe WAWATLSR_FW  —enee EEGIN CERTI... 42e32704000... 18.04.2002 12
" — e37cchoan. ., .04,
251|:| Wit TSR P BEGIM CERTI 42e37ocb0on 15.04.2002 12
" — eeflecc0nd.., .04,
2511 WS TSR P BEGIM CERTI 4z2eef1cc000 18.04.2002 12
" — 3 .04,
2512 WA TSR P BEGIM CERTI 42f7e59F000 18.04.2002 12
2513 WOAWATLISE_ P - BEGIM CERTI... 437FF3cFO000... 18.04,.2002 15
2514 WA ILSE P - BEGIM CERTI.., 433bo429000,., 13.04.2002 15
2515 WOWYWTSE_PW - BEGIM CERTI... 033d9c9s000... 19.04,.2002 14
2515 W TSE_PW - BEGIM CERTI.., 0360c51a000.,. 19.04.2002 15
251? W TSE_PW - BEGIM CERTI... 039cb95z000... 19.04,.2002 16
2518 W TSE_PW - BEGIM CERTI... 03bfbedadoo.., 19.04,2002 16
2519 WOAWATISE_PW - BEGIM CERTI..., 03e9c495000,,. 19.04.2002 17
G20 W ILISE_Fiy BEGIM CERTI... 0447bale0l0... 19.04,2002 19

PucyHok 7. KoHconb ueHTpa cepTudukayum
CpeacrBa pacwmpenus yHKLMOHANBLHOCTU cepBuca ceptudmkauum

CpeacTea paclumnpeHns hyHKUMOHANBHOCTM cepBuca cepTudukaymn npefocTaBnAtoT
Habop MeToAOB, MO3BO/AIOLLNX N3MEHSATL 1 Pa3BuBaTb PYHKLMOHANBHOCTL CTaHAAPTHOrO CepBuCa CepTudmMKaLmu
ON51 YAOBJETBOPEHUS] MOTPEOHOCT KOHKPETHON MPUKNAAHON CUCTEMbI UM TEXHONOMMW. JTU CPEeACTBa MO3BOJSIOT
VHTErpnpoBaTh CEPBUC CePTUPUKALMN C PAa3NNYHBIMI CETEBBIMU CMPABOYHUKAMU N MPUIOKEHUSAMI, (POPMNPOBATH
COCTaB CEPTUMKATOB OTKPbITLIX KAOYE, MOAMPULNPOBATL NPOLECC YNpaBaeHUs cepTudmkaTamm.

KnueHTckue cpeactea B3aumogeiictBus co cnyxboii ceptudukaumnm

KnueHTckme cpeacTBa NpeaocTaBAStOT MOJb30BATENAM PasfiUyHble METOAbl AN POPMUPOBAHUS 3aKPbITbIX
KJIKOYeli, 3aNpocoB Ha cepTudukaTel 1 0bpaboTky cepTndKaTOB, BbIMYLLEHHBLIX CyXboii cepTudmkauun.

ApxuTekTypa cepBuca cepTudumKaLum npescrasieHa Ha puc. 8.
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PucyHok 8. ApxuTekTypa cepeuca cepTudpmkaLmu
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[NMpnnoxxerHue b
VYnpaBsieHne npoToKoJMpoBaHnem

Ons BkntoveHus /oTkntouenust npotokonuposarus ans Windows 32[Windows 64] nobaensietcsi B peectp:

HKEY_LOCAL_MACHINE\SOFTWARE\ [Wow6432Node] CryptoPro\Cryptography\CurrentVersion\debug\
e DWORD napameTp cpcsp a5t onpefesnerunsi ypoBHsi MpoToOKoa

3HayeHMeM napameTpa ypoBeHb NPOTOKONA SIBASIETCS bUTOBast Macka:
N DB _ ERROR =1 # coobuenus ob ownbkax
N DB LOG = 8 # coobuieHusi o Bbi3oBax

e DWORD napametp cpcsp  fmt gns onpegenetusi doopmata npotokosna

3HayeHnem napametpa dropmaT NPOTOKOA SIBNSETCA BUTOBas Macka:
DBFMT _MODULE = 1 # BbiBOgUTL nMsi Moaynsi
DBFMT_THREAD = 2 # BbIBOANTbL HOMEP HUTKU

DBFMT _FUNC = 8 # BbiBOguUTL nMsi cbyHKLMM

DBFMT _TEXT = 0x10 # BblBOgMTb CamMo coobLueHune

DBFMT _HEX = 0x20 # sbisognts HEX gamn

DBFMT_ERR = 0x40 # BbiBoguTb GetlLastError

[ns skntodeHus aygnta ucnonbsosarust Kpuntollpo TLS Ha Windows B peectp System\CurrentControlSet\
Control\SecurityProviders\SCHANNEL\ gobaBnsieTcsi napameTp:

3HaueHne nmenn: EventlLogging
Tun panueix: REG. DWORD

MNapameTpy nMpucBanBalOTCA Ciefytolime 3HaYeHUs:
0x0000 He 3anucbiBaTb B >XypHan

0x0001 xypHan coobuyennii 06 owmnbkax

0x0002 »xypHan npepynpexxaeHuii

0x0004 xypHan MHGOPMaLMOHHBIX COBLITMI
0x0008 »ypHan ycnelHbix cobbITuii

AyauT BbINOAHEHMS Npouecca cpsspap byaeT BbiBOAMTLCS B XypHan npunoxerunii Windows.

HaCTpOﬁKVI BEAEHNA XKYPHaJsa BCTYNakOT B CUJly NOC/E NEPECO3[4aHNA MaHAaATaA.
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Jlnct peructpaunn nameHeHui

JlncT perucrtpaunn nsmeHeHwuii

Homepa nucroe (cTpanuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHYyMpo-
BaHHbIX

Bcero
NcToB
(cTpanuu) B
LOKyMeHTe

Ne
OOKYMeHTa

Bxoasiyunii
Ne conposo-
OUTENBHOMO
OOKYMEHTa
n pata

Mopgnuck

[JaTa

CrpaHuua 41 us 41




	Список сокращений
	Основные технические данные и характеристики СКЗИ
	Программно-аппаратные среды функционирования
	Ключевые носители

	Установка и удаление дистрибутива ПО СКЗИ
	Параметры установки КриптоПро CSP версии 5.0 KC1
	Удаление ПО СКЗИ

	Обновление ПО СКЗИ
	Настройка СКЗИ
	Включение режима усиленного контроля использования ключей
	Отключение функций телеметрии на ОС Windows 10/Server 2016

	Использование СКЗИ на платформе Microsoft .NET Framework
	Состав и назначение компонент ПО СКЗИ
	Сервисные модули
	Модуль контроля целостности дистрибутива
	Дистрибутив
	Модуль конфигурации
	Модуль Wipefile
	Модуль контроля целостности в драйвере

	Модули настройки подсистемы программной СФ ОС Windows
	Модуль расширения и настройки CryptoAPI 2.0
	Модули инициализации настройки встроенной подсистемы программной СФ ОС Windows
	Модуль настройки для системного DLL crypt32.dll
	Модуль настройки для системного DLL inetcomm.dll
	Модуль настройки для системного DLL certocm.dll
	Модуль настройки для системного DLL wininet.dll
	Модуль настройки для системного DLL advapi32.dll
	Модуль настройки для системного DLL kerberos.dll
	Модуль настройки TLS
	Модули настройки MS Office
	Модуль настройки XML
	Модуль настройки контроллера домена

	СКЗИ КриптоПро CSP версии 5.0 KC1
	Интерфейсная библиотека криптопровайдера
	Интерфейсная библиотека криптографического сервиса
	Реализация криптопровайдера в форме сервиса хранения ключей
	Реализация криптопровайдера в форме подгружаемых библиотек
	Реализация криптопровайдера в форме драйвера ядра ОС
	Интерфейс доступа к физическому ДСЧ и БиоДСЧ
	Интерфейсные модули ДСЧ
	Панель управления ресурсами СКЗИ КриптоПро CSP версии 5.0 KC1
	Интерфейс доступа к ключевым носителям
	Интерфейсные модули устройств хранения ключевой информации
	Библиотека поддержки доступа к ключевым носителям
	Модуль ASN1
	Использование ключей реестра Windows

	Модуль поддержки сетевой аутентификации КриптоПро TLS
	Инициализация библиотеки SSPI


	Требования по защите от НСД
	Настройка системного реестра ОС Windows при установке СКЗИ

	Требования по криптографической защите
	Приложение А. Службы сертификации операционной системы Windows
	Приложение Б. Управление протоколированием

		+7(495) 780-48-20
	2019-07-17T15:46:41+0300
	Sushchevskij val 18, Moscow, 127018
	ООО "КРИПТО-ПРО"
	Signature of the document




